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https://ipads.se.sjtu.edu.cn/courses/cdm/quiz/quiz2021.pdf
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At the Beginning of the Class

Why Choose CDM?

What makes you distinguished?



Interview

Interview Question:
Write a simple program

// Reverse the order of bytes in x
uinté4_t myhtobe64(uinté64_t x){
uint64_t addr = 0;
uint8_t byte = 0;
for (int i = @; i < sizeof(x) * 8;
byte = (x >> i) & OxFF;
addr |= byte;
addr <<= 8;
}
assert(addr == htobe64(x));
return addr;

}

i+=8) {

// Reverse the order of bytes in x
uint64_t myhtobe64(uint64_t x){
uint64_t addr = 0;
uint8_t byte = 0;
for (int i = 0; i < sizeof(x) * 8; i+=8) {
byte = (x >> i) & OxFF;
addr |= byte;
if(i < (sizeof(x)-1) * 8)
addr <<= 8;

assert(addr == htobe64(x));
return addr;

}




Are You a Logical Person

Interview Question:
How do you know your program
IS correct?

Interview

[Hmm...! oo not kRmnow




Maybe You Will Say...

#include "klee/klee.h"
// Reverse the order of bytes in x
uint64_t myhtobe64(uinté64_t x){
uint64_t addr = 0;
uint8_t byte = 0;
for (int i = @0; i < sizeof(x) * 8; i+=8) {

> ./run.sh
KLEE: done: total instructions = 429

byte = (x >> i) & OxXFF; KLEE: done: completed paths =1

addr |= byte; KLEE: done: generated tests =1

if(i < (sizeof(x)-1) * 8)

addr <<= 8;
} retest
assert(addr == htobe64(x)); = -
nterviewer
} > KTEST_FILE= ./klee-last/ "

test000001.ktest ./a.out

intur::izii:ta?r‘gc, char** argv) { | ;nput: 0x55de61e00950 H OW d OeS KL E E Solve th e

klee_make_symbolic(&a, sizeof(a), "a");
myhtobe64(a);
return 0;

) problem?

We can use KLEE




More... e

True

// Reverse the order of bytes in x ( . )
uint64_t myhtobe64(uint64_t x){ uinté4_t addr = 0;
uint64_t addr = 0; ~ J

uint8_ = 0;
for (int i = @; i < sizeof(x) * 8; i+=8) { p A 4
byte = (x >> i) & OxFF; = -0
addr |= byte; | X Xsym ,addr‘ 0;
if(i < (sizeof(x)-1) * 8) (
<<= 8;

addr True

} > <
assert(addr == htobe64(x)); uints t byte =9
— - ]

return addr;

} v Interviewer:
[ assert(addr == htobe64(x)); ] What iS the prinCiple Of

[SAT/UNSATL l SMT Solver?

Predicate logic formulas

KLEE convert the program to a predicate Logic
formula and use SMT Solver to prove it




More... e

True

// Reverse the order of bytes in x ( . )
uint64_t myhtobe64(uint64_t x){ uinté4_t addr = 0;
uint64_t addr = 0; ~ J

uint8_t byte = 9;

for (int i = @; i < sizeof(x) * 8; i+=8) { p A 4
byte = (x >> i) & OxFF; - =0
addr |= byte; | X Xsym ,addr‘ 0;
if(i < (sizeof(x)-1) * 8) (

addr <<= 8; True
} > <
assert(addr == htobe64(x)); . _ .
return addr; | Ulnt8_t byte = 0, J

| ' Interviewer:
[ assert(addr == htobe64(x)); ] What iS the prinCiple Of

[SAT/UNSATL l SMT Solver?

A first-order logic formula

[ That Ls CDM




Understand the “law of physics” in CS

Applications '-
apt-got NAA, a--B-d WeRewriter
Package Program Program Program/SQL
Manager Verification Synthesis Superoptimization
_V-erifiers

[SATSoIver] | f\ﬁisrat [SMT Solver] Z‘B [ Dafny ] Daf”’ff

Discrete Mathematics

= - = - = - = __'I

: [ Propositional Logic ] [ Predicate Logic] [ Hoare Logic ] :
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Part I: Computer Aided Reasoning Overview

~1.1 Propositional Logic — [ —

Step 1. Convert program into
propositional formula.

Step 2. Ask the computer
to solve the formula.

[ We start at propositional Logic, which is
a stmple logie. Computer has 1 and 0.
Propositional logic has T and F.

\.




Propositional Logic

- A proposition(dz£%) is a statement that is, by itself, either true or false.

- Every formula in propositional logic consists of propositional variables (Gz
Z8ZI7) combined via propositional connectives (§%£313)).

D, q, ...
¢ _I, /\! V’ %’H

* Propositions without any connectives are called atomic propositions or
simple propositions(/F i & 5 £ ir k).



Well-Formed Formulas (T, 21\)
INDUCTIVE DEFINITION of WFF

-
1). Every single proposition (symbol) is WFF.

2). If A and B are WFF, so are (=A), (A A B), (A v B), (A - B), and (A & B).

3). No expression is WFF unless forced by 1) or 2).

\_

« We can omit some brackets.
 All operators are left-associative.
* Operator precedence: = > A > V > — > <



Truth Table (EI{&%)

* The semantic of a WFF can be represented as a truth table.
* |f there are n propositional variables, the truth table has 2™ rows.
 Truth tables and formulas can be converted to each other.

P Q g(P,Q) &P, Q) P Q g(P,Q) &(P,Q
FF FF T T
T F T T T

T F F F T F

T T F T T T
go(P,Q) = (-P) A (@) V(-P)AQYV (PAQ)  &(P.Q)=((=F)V Q)

&1(P.Q) = (-P) A (=Q) V((=P) A Q) g1(P.Q) = ((-P)V Q) A ((-P) V (-Q))

M1. According to the T rows (DNF) M2. According to the F rows (CNF)



Truth Table

 \We can also define new connectives.

« For n propositional variables, we can define 22" connectives.
» But some connectives are unnecessary.

P Q PVQ

Fror PYQ=((PA(-Q)V((-P)A Q)
T F T

F F F




Completeness of Connectives (&%)

- DEFINITION

A group of connectives are complete if

1). Every formula can be converted to an equivalent formula and

_ 2). The formula only includes connectives in the group.

« {7, A} and {7, v} are all complete.
* More examples in textbook 2.4.
* We can determine equivalence via truth table or calculation via laws.



Laws

De Morgan’s Law (EEtR13):
—(PAQ)==PV-=Q,-(PVvQ)==-PA-Q

Distributive Law ( $3'figiE ) :
PV(QAR)=(PVQ)AN(PVR)
PAQVR)={PAQ)V(PAR)

Absorption Law ( IR ) :

— P
— P

More laws in 2.2



Special Formulas

DEFINITION
4 )

Tautology (EE5=(/7KE=() is a proposition which is always true under any

interpretation. £V ~F

Contradiction (ZF[&T() is a proposition which is always false under any interpretation.

P N ~-P
If a proposition can be true under some interpretation, it is satisfiable (B} E ). J

- P3 A —=(P1A P2) A—=(—P1A P3)

« A is a tautology iff. =4 is a contradiction (unsatisfiable).
* We can represent a problem as a WFF and prove it by
 Truth table (very complex because of 2™ rows)
« SAT solver

 Deduction



SAT Solver

- DEFINITION
In computer science, the satisfiability problem (abbreviated SATISFIABILITY or

SAT) is the problem of determining if there exists an interpretation that satisfies a

\given formula.

e SAT solver is used to solve SAT problem.
* Given a WFF, SAT solver returns “sat” or “unsat”.

* The WFF must be in a normal form SET).



Normal Form

« Aliteral ( 3= ) is a propositional variable or its negation.
» A clause ( #TENZ\/=A) ) is a disjunction of one or more literals.
» A conjunctive clause ( §EXT\, ) is a conjunction of one or more literals.

» Conjunctive normal form (GBGET) (AV-B)A(BV-A)A A
A conjunction of one or more clauses.
» Disjunctive normal form (tTEGE) (AN B)V (mAA-B)

A disjunction of one or more conjunction clauses.

« Every formula can be converted to CNF or DNF.
« SAT solver uses CNF because
« Converting a formula to DNF may result in a much larger formula.



Principle Normal Form (FE5Bx)

« Given n propositional variables, if every variable exists once in a conjunction clause,
the clause is a minterm (f§z//\Ii)

» Principal Disjunction Normal Form (F#7EGEL)
» Disjunction of minterms  go(P, Q) = (((—=P) A (—Q)) V ((—P) AN Q)) V (P A Q)

« Given n propositional variables, if every variable exists once in a disjunction clause,
the clause is a maxterm (fAIm)

» Principal Conjunction Normal Form (F&E5ET)

- Conjunction of maxterms go(P, Q) = ((—=P) V Q)

« SAT solver do not use PNF because CNF is enough



DPLL

DEFINITION
A literal is defined if its truth value has been guessed or inferred.

OVERVIEW
/

lteratively process by following steps:
- Guess the truth value of an undefined literal

- Infer the truth value of other variables with inference rules

variable
\_

- If a clause is false and there is a decision literal, backtrack and re-guess a

J




DPLL
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1V 2V4= (BackTrack)

1V 2V 4= (UnitPropagate)
1V 2V 4= (UnitPropagatle)
1V 2V 4= (UnitPropagate)

1v2v4



Convert Program to WFF

void swap(bool& a, bool& b) (A1l + (AOA-B0)V (=A0 A BO))A
{ a=a"b; (Bl (—)BO)/\
b=1b"a; (A2 5 A1)A
a=an"b; -[Pm@ram]
} (B2 <> (A1 A —=B1)V (mA1 A B1))A
]_ state0 (A3 « (A2 AN =B2) V (A2 A B2))A
a=ahb; (B3 +» B2) —
]‘ statel ‘(AB < BO) A (A0 > B3) ‘HASSEWLOW]
bebta /T
b2 )
b } stz o are swapped Lff.
a=a’b; ’
]_ ctate3 the WFF s a tautolog Y.



Deduction (JEIEEE)

Prove R when P — @, Q@ — R and P.

1

iy

N
D

)

N

(O8]
N N’ N’ N N
1
Py

D O O T

(
(
(
(
(5

. _ Jamsia|
introduce premise
introduce prem/se

) < S |

Hypothetical reasoning on (

introduce premise

Hypothetical reasoning on (3)(4)

r

formula by deduction.
\.

We can also prove a




Deduction (J3451E1E;%)

\_

~
ForformulaA=PvQand B=—-PVR, R(A4,B) = Q VR is aresolvent(|3%5=,) of A
and B.

To prove C=D, we just need to prove CA™D is a contradiction. )

Prove that (P — Q) AP = Q.

(P—=QAPA=Q=(-PVQ)APA-Q
S={-PVQ,P,-Q}

(1)-PVQ introduce premise
(2)P introduce premise
(3)Q resolution of (1) and (2)
(4)-Q introduce premise
(5) resolution of (3) and (4)



Dual Formulas (YJ{@=)
r DEFINITION

Given a formula 4, replace v, A, T, Fin A with A, v, F, T and get A*. Then A and A*
are dual formulas(XJ{&T\) with each other.
G

~\

/ THEOREM
A= A(P,,..,P)), A~ = A(=P,,....—P,)
(A7) = (mA)", ~(A”
(A*)* = A, (A7)~

) P .
(—A) =A™ [ Movre theorems tn 2.5. ,




Polish Notation and Reverse Polish Notation

m) PQV-R-—

X
Polish Notation

(R=FREI)

Reverse Polish A
Notatlon

(K =3RIAT\)




Part I: Computer Aided Reasoning Overview

- — 1.2 First Order Logic —

Step 1. Convert program
into first order logic formula.

Step 2. Ask the computer
to solve the formula.

g Propositional logic cannot express

complex statements cowvewiethg. Then
we tntroduce predicate Logie.

\.




Propositional Logic This is complicated ]

void f(bool a, bool b)
{ formula{X1 = [00...01]}A
unsigned x, y; -
if (3) formula{ X2 = [00...00] }A
X =1; formula{Y 4 = [00...01]} A
else
X = 0 m) formula{Y5 = [00...00]}A
O Mio..s1 (X3; ¢ (AA XLV (RA A X2)A
else Ni=o,..31 (Y6; <> (BAY4;) V (=BAYS;)) —
y = 0; o
assert(x +y > 0); formula{ X3+ Y6 > 0}
} /\

[ How to simplify it? ]




Predicate Logic

void f(bool a, bool b) (V1) (Va2)(Vyd) (Vx3)(Vyd)(Vy6)(Va)(Vb)(
{ —
unsigned X, y; rh=1A (\We want to prove it )
if (a — ’
(x)= 1; z2 = 0A ls always true. Then
elsex - o ‘ yd = 1A the assertion will
if (b) Y5 = 0N 4 not fail. y
elsey " 3 = ite(a,x1, z2)A
y = 0; _
assert(x +y > 0); y6 = ite(b, y4, y5) —
} sum(xz3,y6) > 0)




Predicate Logic

r DEFINITION

Predicates (181a]) describe properties of individuals (“M4Na]).

The range of individuals is domain of discourse (1£1g).

\A function (B&42%) maps individuals to an individual instead of T or F.

arguments results

connective  propositions a proposition
predicate individuals  a proposition
function individuals  an individual




Quantifier (217))

DEFINITION

r

about the number (quantity)
.

of individuals having the property.

A quantifier turns a formula about individuals having some property into a formula

~\

[ The blue rectangle Ls the )
Mﬁfﬁﬁ) of “exists x”. )
(F2)((Vy)[z < y))
X and Yy are all bounal The red rectangle is the )
k\/z7uf’u:doszs (Z95RZZTT). | seope of “for all y”. )




Well-formed Formula (X 2R)

INDUCTIVE DEFINITION of WFF

-

1). Every atomic formula is in WFF.

2). If A and B are WFFs, so are (=A), (AAB), (AvB), (A - B), and (A < B).

There is no variable which is bounded in one wff and free in the other wiff.

3). If Aisa WFF and x is free in A, then (Vx)A, (3x)A are wffs.

\4). No expression is WFF unless forced by 1), 2) or 3).




Decision Problem (HxE[a)gh)

DEFINITION
/

If a formula is true under some interpretation, it is satisfiable (B];#&E ).

If a formula is always true under any interpretations, it is universally valid (

determine if a formula is universally valid.

N\

Y r2
=]

V1

Decision problem in predicate logic is whether there is an effective algorithm to

If a formula is always false under any interpretations, it is unsatisfiable (A~E]/#E/E ).

55%).

* Propositional logic is decidable but predicate logic is not decidable
* We can represent a problem as a WFF and prove it by

« Deduction

« SMT solver




Deduction (EIEFRN;X)

Premise : (Vx)(P(x) = Q(z)), (Vx)(Q(x) — R(x))
Conclusion : (Vz)(P(x) — R(x))

Proof.

(H)(Vz)(P(z) = Q(x)) introduce premise

(2)P(x) — Q(x) remove universal quanti fzerééwgﬁl;ﬁiun‘mu]
(3)(Vx)(Q(x) — R(x)) introduce premise

(4)Q(x) — R(x) remove universal quanti fier

(5)P(z) — R(z) syllogism on (2)(4)<[=E§19]
(6)(Vx)(P(x) — R(x)) introduce universal quantifier

[E/wgiajal)\;mmu]




Deduction (J3Z5FIEZ)

( Vd Vg Vd / V4 Vg
The basie Lelea Ls simtlay to that tn

propositional logic. But

we should eliminate quantifiers firstly W:

g




Prenex Normal Form (BisR5gR)

cquantifier-free part, called the matrix (&

- DEFINITION

A formula of the predicate calculus is in prenex normal form(PNF) if it is

written as a string of quantifiers and bound variables, followed by a

W

).

\

- %lel)...(ann)]\/[(xl, ey T
[quawtbﬁers

(

.

Bvery formula can be converted
into equivalent PNFs. (TBIHE5.2.1)




/[ 55842 |

Vg
Vg
Nq
Nq

N S N N

N TN TN N

S S S N

AN TN/~

SN N’

S SN

/N

e e e e N T N e

SN SN N

N

We use laws to convert formulas to PNF.

r

More Laws tn 5.1, 5.2.

.




Prenex Normal Form (BisR5gR)

~((Vz)(3y) Pa, z,y) = (3)(=(Vy)Q(y, b) — R(z)))
~(=(Vz)(3y) P(a, z,y) vV (32) (=~ (Vy)Q(y,b) V R(x)))

=(Vz)(3y) Pla, z,y) A (Vo) ((Fy)~Q(y, b) A ~R(x))

=V )((3y) P(a, z,y) A (3y)~Q(y, b) A ~R(z))

=(V)((3y) P(a, z,y) A (32)-Q(z,0) A ~R(x))

=(Vz)(3y)(32)(P(a, z,y) A =Q(z,0) A =R(z))
(V) (3y)(

Vx)(Jy)(3z)S(a, b, z,y, 2)



Skolem Normal Form (Skolem#gri/ER2)
- DEFINITION N

A formula is in Skolem normal form if it is in prenex normal form with

only universal quantifiers.
. J

- THEOREM \

Every formula A can be converted to corresponding Skolem normal

form B. A is unsatisfiable iff B is unsatisfiable.
~ N
This transformation does not preserve the

semantics but Lt preserves satisfiability.

J




Skolem Normal Form (Skolem#RER2)

(Vz)(Jy)(3z)S(a, b, x,y, 2)

4
g aepends onx L(v:cxaz)S(a, b, f(),2) \

3 i Z dependls on x
(Vz)S(a,b,, f(z), 9(z)) /

If x doesn't depend on any
variables, we replace x with a
constant.

7

-
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N
!

Deduction (13453

—

MW\

__u_u

o>

VS

Q)

—_—

Q

I,

22U
< = 8
S 1

L=

T T IEA

\mw\x)\A}Dm(a\
—_ R

&g <

B 8 X s <

> K] = —~

ZTaoss

T < < < &

T 5 8 = =

- - /N

~R(a)

P(a)

~Q(z) V R(x)



Deduction (J3Z5FIEZ)
-P(z)VQ(z) —Q(z)V R(z)

resolution on (1)(3)
resolution on (2)(5)

resolution on (4)(6)



Lazy SMT Techniques

E-matching
based
Quantifier

Instantiation

EUF + SAT

Model
based
Quantifier

Instantiation

Architecture of Z3's SMT Core solver

N

Theories

Arithmetic

Arrays

Bit-vectors

Datatypes

AN Y

Strings/Sequences

N2 Y N N AN

Integrate theory A
SUpport with SAT
solver

J

)




Lazy SMT Techniques

(r=1Vazx=3)A (p1V p2)A
(y=1Vy=2Vy=3)A (p3 V pdV p5)A
(z =3)A (p6) A

ﬁ
—(x = y)A —pTA
-(z = 2)A\ ~p8A
(-

Y z)(_ﬂ ﬂpg
N

Stept: veplace atomie
formulas with fresh
L pro]:ositi,owm varitables.

J




Lazy SMT Techniques

(zx=1Vazx=3)A (pl V p2)A

(y=1Vy=2Vy=3)A (p3 V pd V p5)A ;\/
(== 3 (p6)A DPLL
ﬁ

- UNSAT
—(x = y)A “pTA
(= 2)A —p8A
—(y = 2) M

Step2: use SAT solvers to
get asstgnments.

\.

~N

[ (fitis unsatisfiable,
the original formula Ls
also unsatisfiable.

J

J




f ’ 7’ ’
: DPLL will not give this result.
Lazy SMT Techniques But to desertbe Lozy SMT, we
(z=1Vz=3n (1 p2)A | suppose this s the result.

~N

J

(y=1Vy=2Vy=3)A (p3 V pd V p5)A \/

pl =T, p2=F,p3=T,pd = F,
(2 = 3)A (6)A DPLL
— > pb = F,pb6 =T,p7 = F,p8 = F,

( ) 0_ p
(= 2)A —p8A P
( )

M
~N

Step2: use SAT solvers to

get asstgnments.
\. y,

A —pT A




Lazy SMT Techniques

(r=1Vzx=3)A (plV p2)A
(y=1Vy=2Vy=3)A (p3V pd V p5)A
(= 3N (p6)A DPLL pl=T,p2=F,p3=T,p4d = F,
~(z = y)A _>ﬂp7/\ > pERpb=TpT=Eps=E
—(x = 2)A —p8A pa=~
~(y = 2) —p9
4 r = 1z # 3 ,‘
Step3: use T-solvers to y#3,2=3[x 2y
check the satistiability. Y+ 2

\_




Lazy SMT Techniques

(r=1Vzx=3)A (plV p2)A
(y=1Vy=2Vy=3)A (p3 V pd V p5)A
(= 3N (26)A oplL Pl=1p2=Fp3=Tpl=1,
(2 = g)A — JTA pb=F.p6 =T,p7 = F,p8 = F,
ﬁ./:"/ -
P9 = F

—(x = 2)A —p8A

=(pl A =p2 A p3 A\ —pdA
~(y = 2) —p9Y

—pd A pb A —p7 A ~p8A

- e v
If it s unsatistiable, \% L y# 3,2 =3z # ylo

tell SAT solver to give

awnother assignment.
\ j




Lazy SMT Techniques

(z=1Vzx=3)A (pl V p2)A
(y=1Vy=2Vy=3)A (p3 V pd V p5)A
(= = 3)A (p6)A ppL. Lo T2 S T

— 5=F p6=T,p7 = F,p8 = F,
( )A pTA P P P

P9 = F
—(z = 2)A —p8A
=(pl A =p2 A p3 A\ —pdA

~(y = 2) —p9

—pd> A pb A\ —p7 A —p8A

—p9
»9) | vc=LlLz#3,y=1Ly#2,
y#3,2=3,x#y,x#z,

Yy F# 2 E_i’?rw

S§



Lazy SMT Techniques

(z=1Vzx=3)A (pl V p2)A
(y=1Vy=2Vy=3)A (p3 V pd V p5)A
(= = 3)A (p6)A ppL. Lo T2 S T

— 5=F p6=T,p7 = F,p8 = F,
( )A pTA P P P

P9 = F
—(z = 2)A —p8A
=(pl A =p2 A p3 A\ —pdA

~(y = 2) —p9

—pd A pb A —p7 A ~p8A
ﬂpg) L= 173:#3 : ‘
L y7é3,z:3,x;£y,x;éz,
Yy F# 2
[ sAT [




Lazy SMT Techniques
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EUF, there are
many other
Qheorg solvers.
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Architecture of Z3's SMT Core solver



EUF

The logic of equality and uninterpreted function, EUF, is a basic ingredient for
(first-order) predicate logic.

While formulas are not empty: a=>bb=cd=e
remove a=b; b=s,d= t,
merge(a, b);

If find(a) = find(b) for some a#b

return false;
else

return true;




EUF

. THEOREM

Congruence rule:

L1 =Yy Ty = Yn = (X1, Tn) = F(Y1, e, Yn)

a=0b=c,d=ce
b=s,d=1
fla,g(d) # f(b.gle)) [ When there are functions,

we can construct the graph
with congruence rule.

\_




EUF

1) introduce constants that can be used as shorthands for sub-terms.

a=bb=c,d=c¢
a=0,0b=c,d=c

b=s,d=1 =)
F(a,9(d)) # £(b, 9(e)) b=sd=tv37vd

vl :=g(e),v2 := g(d)
v3 := f(a,v2),v4d := f(b,vl)



EUF

2) Working bottom-up, the congruence rule dictates how to merge groups
a=bb=c,d=c¢
b=s,d=1tv3 # vd
vl :=g(e),v2 := g(d)
v3 := f(a,v2),v4d := f(b,vl)

(o) D & ® @



EUF

2) Working bottom-up, the congruence rule dictates how to merge groups

a=bb=c,d=c¢

b=s,d=t,v3# v4 e:d:>g(6)=9(d)
vl := g(e),v2 := g(d) 4( /

v3 := f(a,v2),v4d := f(b,vl)

(o) (@) () @ @




EUF

2) Working bottom-up, the congruence rule dictates how to merge groups

- \a:b,bzc,d:e
a=0b,v2=vl= |p=gd=1t03+0v4
2) = f(b,vl - .
kf(aa’U ) = f(b,vl) | 1 = g(e),v2 := g(d)
v3 := f(a,v2),v4d := f(b,vl)




EUF

3) Check satisfiability like before

a=bb=cd=c¢e
b=s,d=1tp3 # v4
vl :=g(e),v2 := g(d)

v3 := f(a,v2),v4d := f(b,vl) AMNSAT

/
L
| V3,04 )
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- - a=Asym, b=Bs m
Symbolic Execution 250 [ m ] ac=0
True
void func(int a, int b) { i if(a>0) i
if(a > 9)
elzez _b; a=Asym) b=Bsym a=Asme b=Bsym
b = 2; Asym>@ Asym<=@
, assert(a + b < 1); a=-b b=2
! !
a='Bsme |:)=Bsym a=Asym: b=2
Agym>0 Agyn<=0
Path constraints: the path condition assert(a+b<1) assert(a+b<1)
Next code: the next instruction to be executed l l
(A>0)A(B—=B>1) (A<O)A(A+2>1)

Symbolic store: the symbolic value
for each variable [—/\
UNSAT | [cwwterexa mple: A=-1




Part I: Computer Aided Reasoning Overview

- —1 1.3 Auto-active Proof —

Step 1. Axiom system

Step 2. Ask the computer
to check the invariants

-

\.

Previous verification method cannot
address unbounded Loop. We tintrosduce
Hoare Logic.




Defining Correctness
[ DEFINITION

Program state includes the value of every variable used in the program. ]

[ DEFINITION ]

Pre-condition describes the program state before executing the program.

Post-condition describes the program state after executing the program.

[ DEFINITION ]

[pr@—cowdi’ciow ?7’3 =1 =+ 1; b= Qﬁpost—covwl’uciow]




Hoare Triple (EE/R=7c4H)

- DEFINITION N

A program C is partially correct iff:

whenever C is executed in a state initially satisfying pre-condition and

If the execution of C terminates, then the state in which C’s execution

terminates satisfies post-condition.

J

[pr&—cowditiow ? {P} C{Q} ﬁpost—cowditiaw]

ﬁ{o‘gram]




Proving Correctness Replace 4 ]
ln P with v

{P}a:=e{(Fv)(a = elv/a] A Plv/a])} P—Q {QiCiR}
{P}C{R}
{Ple/a]ta = e{P}
{PiCQ} Q— R (PyCI{R; {R}C2{Q}
(PyC{R} {P}ICL C2{Q}

{P Nistrue(bl)}C1{Q} {P Nisfalse(bl)}C2{Q}
{P}if(bl) then C1else C2{Q}

[ A Hoare triple can be proved by
these axioms and inference rules.




Loop Invariant

The while ]

, , {I Nistrue(bl)}C{I} rule (WHP)
[ Loop Livariant L{[} while(bl) C {I Nisfalse(bl)}

It says that
- if executing C once preserves the truth of |, then executing C
any number of times also preserves the truth of |

- after a while loop has terminated, the test must be false



Loop Invariant

( "
. 1@}<pre—cowmtww]
void f(unsigned &a)

{

while(a != 10) I:a <=10
{

a =a+ 1;
} [ Loop Lavariant
?,:a - 10 Apost—cowolitiow]




Loop Invariant

| {1 A istrue(b1)YC{I}]
{1} while(bl) C {I Nisfalse(bl)}]

{a < 10} while(a! = 10) a := a+ 1 {a = 10}

Proof. [ aSSf,@ V\MQ
1){a+ 1< 10}a := a+ 1{a < 10} S

(

(2)a<10Na# 10— a+1<10 predzcate logzc BB 'ﬁ:]
(3)fa <10\ a # 10}a = a + 1{a < 10}|

(4)fa < 10} while(a! = 10) a = a+ 1 {a < 10 A a = 10} WHP(3

(5)a < 10N a=10— a =10 preduate logﬁ while Loop ”’d’e]
(6){a < 10} while(a! = 10) a :=a + 1 {a = 10}

| gsma%ﬂﬂﬂ




Weakest Precondition

[strowgerrp - Qéweal@er]

. DEFINITION

Given a program C and postcondition Q, P is the weakest precondition
means for all P’, {P’} C {Q} iff P’ - P. We use wp(C, Q) to denote P.
.

~

J

wealkest
{la=2}a:=a+ 1{a =3} precondition

{a=2ANb=4}a:=a+ 1{a = 3} a=2Nb=4—a=2
{a:2/\a>1}a;:a—|—1{a:3} a=2Na>1—a=2




Basic Idea of Automated Verification

To prove {P}C{Q}

- Find the wp(C, Q), then prove P implies wp(C, Q).

{P}C{Q} wumyp P — wp(C,Q) {

P N —~wp(C, Q)

rwe\jvcst need to prov
| itis unsatistinble.

if

\_

If we can fina wp, we )

can convert hoare
tr’qntes to preolicate
Logie formula.

J




Weakest Liberal Precondition

We use wip(C, Q) instead of wp(C, Q) in following slides:

- Cis the program, Q is the intended postcondition

- Name stands for weakest “liberal” precondition: it ignores termination
- For all C and Q, it is guaranteed that { wip(C, Q) } C {Q} is true

For all P, C and Q, {P} C {Q} iff P — wlp(C, Q)

! WLlp must be compu’cabLe. we will introduce
how to compute Lt automati,caug.

.




Weakest Liberal Precondition
wlp(skip, Q) = Q

wlp(a := e, P) = Ple/al]

wlp(C1;C2, Q) = wip(C1, wip(C2, Q))

wlp(tf(bl) then {C1} else {C2}, Q)
=(istrue(bl) — wip(C1,Q)) N (isfalse(bl) — wip(C2,Q))



Thanks & Good Luck



