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Part I: Computer Aided Reasoning Overview

~1.1 Propositional Logic — [ —

Step 1. Convert program into
propositional formula.

Step 2. Ask the computer
to solve the formula.

(' we start at propositional Logic, which is
a sbwple logic. Computer has 1 and O.
Propositional logic has T and F.

\.




Propositional Logic

- A proposition(4z£4) is a statement that is, by itself, either true or false.

- Every formula in propositional logic consists of propositional variables (a7
2aZI57) combined via propositional connectives (£4374).

D, q, ...

* _|1 A’ v’ _)’H

* Propositions without any connectives are called atomic propositions or
simple propositions(/& F & &l 54 i &%).



Well-Formed Formulas (G, 2%)

- INDUCTIVE DEFINITION of WFF

1). Every single proposition (symbol) is WFF.
2). If A and B are WFF, so are (=A), (A A B), (A V B), (A— B), and (A « B).

3). No expression is WFF unless forced by 1) or 2).

\-

* We can omit some brackets.
 All operators are left-associative.
* Operator precedence: = > A > V > — > <&



Truth Table (E{EZ)

 The semantic of a WFF can be represented as a truth table.
« |f there are n propositional variables, the truth table has 2" rows.
 Truth tables and formulas can be converted to each other.

P Q gU P Q gl P Q P Q gU(P: Q) gl(Ps Q)
- F T . - F T T

: =TT T

T F F T F

T T F T T T

&o(P.Q) = (-P)A (@) V (-P) A Q) V (PA Q) &(P Q) =(=P)V Q)

g1(P. Q) = (=P) A (=@) V ((~P) A Q) g1(P, @) = ((-P)V Q) A (-P) V (~Q))

M1. According to the T rows (DNF) M2. According to the F rows (CNF)



Truth Table

« We can also define new connectives.

» For n propositional variables, we can define 22" connectives.
* But some connectives are unnecessary.

P Q PVQ

EoToT PVQ = (P A (—Q)) V ((-P) A Q))
T F T

F F F




Completeness of Connectives (SE&51%)

r DEFINITION

A group of connectives are complete If
1). Every formula can be converted to an equivalent formula and

2). The formula only includes connectives in the group.

\_

e {-, A} and {~, v} are all complete.
* More examples in textbook 2.4.
* We can determine equivalence via truth table or calculation via laws.



Laws

De Morgan’s Law (EEtR#):
—|(P/\Q) = —|PV—|Q,—|(PVQ) = _IP/\_IQ

Distributive Law (9ficiE)
PV(QAR)=(PVQ)AN(PVR)
PAQVR)=FPAQ)V(PAR)

Absorption Law (IRUSZE)

PV (P A

Q)="P
VQ)=P

>
-

More laws in 2.2



Special Formulas
DEFINITION

-

Tautology (25 zU/7KET\) is a proposition which is always true under any

interpretation. £”V P

Contradiction (ZFfET() is a proposition which is always false under any interpretation.

PN ~—P
If a proposition can be true under some interpretation, it is satisfiable (B];#E). J

N
P3 A —=(P1A P2)A—=(—=P1A P3)

« A Is a tautology iff. =4 Is a contradiction (unsatisfiable).
 We can represent a problem as a WFF and prove it by
 Truth table (very complex because of 2™ rows)
« SAT solver
* Deduction



SAT Solver

- DEFINITION
In computer science, the satisfiability problem (abbreviated SATISFIABILITY or

SAT) is the problem of determining if there exists an interpretation that satisfies a

\given formula.

e SAT solver is used to solve SAT problem.
* Given a WFF, SAT solver returns “sat” or “unsat”.

* The WFF must be in a normal form SEz).



Normal Form

- Aliteral (3Z=) is a propositional variable or its negation.
A clause (fENZ\/H]) is a disjunction of one or more literals.
« A conjunctive clause (FHYZ{) is a conjunction of one or more literals.

» Conjunctive normal form (GBCET\) (AV-B)A(BV-A)A A
« A conjunction of one or more clauses.
» Disjunctive normal form ({TEGEZ) (AANB)V (mAA-B)

A disjunction of one or more conjunction clauses.

* Every formula can be converted to CNF or DNF



Principle Normal Form (FE58R%)

« Gilven n propositional variables, if every variable exists once in a conjunction clause,
the clause is a minterm ($z/)\Ii7)

» Principal Disjunction Normal Form (F#7EGE)
- Disjunction of minterms  go(P, Q) = (((mP) A (—Q)) V((mP) A Q)) V (P A Q)

« Gilven n propositional variables, if every variable exists once in a disjunction clause,
the clause is a maxterm (Fi 1)

» Principal Conjunction Normal Form (F&E5E)
- Conjunction of maxterms go(P, Q) = ((=P) V Q)

« SAT solver do not use PNF because CNF is enough



DPLL

DEFINITION
A literal is defined if its truth value has been guessed or inferred.

OVERVIEW
/

Iteratively process by following steps:
- Guess the truth value of an undefined literal

- Infer the truth value of other variables with inference rules

variable
\_

- If aclause is false and there is a decision literal, backtrack and re-guess a

J
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Convert Program to WFF

d d

b
a

o
| I | .

void swap(bool& a, bool& b)

Ab;

]- state0
]- statel

]- state2
]- state3

Al « (A0OA=BO0) Vv (mA0A BO))A
B1 < BO)A
A2 « AN
B2 <+ (A1 A —=B1)V (mA1 A B1))A
A3 < (A2 N—=B2)V (mA2 A B2))A

(
(
(
(
(
(B3 <+ B2) —

-[Progmm]

‘(AS & B0) A (A0 < B3) H-'Assert’ww

/T

a and b are swapped L.

the WFF Ls a tautology.

~




Deduction (EFEEE)

Prove R when P — Q, Q@ — R and P.

| | <[Eﬁ¥?s§|)\]
introduce premise

(1)P

(2)P = Q introduce prem;se

(3)@ Hypothetical reasoning on Jﬁ%b" ]
(4)Q — R introduce premise

(5)R Hypothetical reasoning on (3)(4)

-
we cawn also prove a

. formula by deduction.




Deduction (JA&5$ERL)
4

\_

~
For formulaA=CvDand B=-CVE,R(A,B) =DVE is aresolvent(|3%&z() of 4
and B.

(AANB) - R(A,B)
To prove F=G, we just need to prove FA-G Is a contradiction. y

Prove that (P — Q) A P = Q.

(P=Q)APA-Q=(-PVQ)APA-Q
S={-PVQ P -Q}

(1)-PVQ introduce premise
(2)P introduce premise
(3)Q resolution of (1) and (2)

(4)-Q introduce premise
(5)0 resolution of (3) and (4)



Dual Formulas (X}{Bx)

s DEFINITION 2
Given a formula 4, replace v, A, T, Fin Awith A, v, F, T and get A*. Then 4 and A"

are dual formulas(X¥{&8x{) with each other.
.

J

/ THEOREM \
A= A(P,...P,), A~ = A(=P,,...—P,)
(A7) = (—4)", =(47) =(4)"
(A = A, (A7) =A R
(mA) =A™ [ More theorems in 2.5. ,




Polish Notation and Reverse Polish Notation
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Polish Notation

(=X _E)

rReverse Polish |
Notation

(E’-"ui'i = _I_\ I I\:)




Part I: Computer Aided Reasoning Overview

- — 1.2 First Order Logic — [

Step 1. Convert program
Into first order logic formula.

Step 2. Ask the computer
to solve the formula.

g Propositional logic cannot express

complex statements covwewiewt%. Thew
we ntroduce predicate Logic.

\.




Predicate Logic

s DEFINITION

Predicates (181al) describe properties of individuals (“MANa]).

The range of individuals is domain of discourse (181gk).

\A function (B&42%) maps individuals to an individual instead of T or F.

arguments results

connective  propositions a proposition
predicate iIndividuals  a proposition
function Individuals  an individual




Quantifier (&17))

r

about the number (quantity)
.

DEFINITION

of individuals having the property.

~\

A quantifier turns a formula about individuals having some property into a formula

v,

i The blue rectangle s the )
Mﬁiﬁﬁ) of “exists x”. )
(Fz)((Vy)lz < y)
X and Yy are all bound The red rectangle s the )
k\/armbtes (Z95REETT). | scope of “for all y". )




Well-formed Formula (8§, 2R)

INDUCTIVE DEFINITION of WFF

-

1). Every atomic formula is in WFF.

2). If A and B are WFFs, so are (=A), (AAB), (AvB), (A— B), and (A < B).

There is no variable which is bounded in one wff and free in the other wff.

3). If Aisa WFF and x is free in A, then (Vx)A, (3Ix)A are wffs.

\4). No expression is WFF unless forced by 1), 2) or 3).




Decision Problem (HE[a)gh)

/ DEFINITION

If a formula is true under some interpretation, it is satisfiable (B]i&E).

If a formula is always false under any interpretations, it is unsatisfiable (4~B];#&E).

If a formula is always true under any interpretations, it is universally valid (Z1EE)

Decision problem in predicate logic is whether there is an effective algorithm to

determine if a formula is universally valid.

N\

~

/

 Propositional logic is decidable but predicate logic is not decidable
« We can represent a problem as a WFF and prove it by
. Deduction — HEIRAINE (R4A85.5)

o SMT solver | FEHEEE (1R45.6)

“—




Deduction (3453 ERX)

( 7 7 7 / Vg Vg \
The basie tdea Ls simailar to that tn

propositional Logle. But

we should eliminate quantifiers ﬁrsth,

/4
=

*\’

7N
Z

\_

NS
N / A 4
V/ N 4,




Prenex Normal Form (BisR5ER)

r DEFINITION
A formula of the predicate calculus is in prenex normal form(PNF) if it is

written as a string of quantifiers and bound variables, followed by a

\:T:t/v'

dquantifier-free part, called the matrix (&

T().

~N

T(qujl Qn ) (’131, cons .’I}n)
[quaw’cbﬁers

e

every formula can be converted
m’co equivalent PNFs, (FEIEs5.3.1)




Equivalence (Z8{H)

/[ 5584 |

Vg
vy
A4
A4

AT T T T

N L

e ™ T T

P e T e N NI o

e e N e Y

T

B R

R

R e U

we use Laws to convert formulas to PNF.

(

More laws n 5.1, 5.2,

.




Prenex Normal Form (BisR5ER)

~((Vz)(Jy) Pla, z,y) — (32)(=(Vy)Q(y, b) = R(x)))
~(=(Vz)(3y) Pla, z,y) V (3z)(-~(Vy)Q(y, b) V R(z)))

=(V)(Fy) Pa, z,y) A (Vz)((Fy)~Q(y, b) A ~R(x))

=(V)((Fy) P(a, z,y) A (3y)—~Q(y, b) A =R(x))

=(V)((Fy) P(a,z,y) A (32)=Q(z,0) A ~R(x))

=(V)(3y)(32)(P(a, z,y) A =Q(z,0) A ~R(x))
(V) (3y)(

Vr)(Jy)(3z)S(a,b,x,y, z)



Skolem Normal Form (SkolemixiEER2)

r DEFINITION ~
A formula is in Skolem normal form if it is in prenex normal form with

only universal quantifiers.

. J

% HEOREM ~
Every formula A can be converted to corresponding Skolem normal

form B. A Is unsatisfiable iff B is unsatisfiable.
~ N
This transformation does not preserve the

semantics but it preserves satisfiability.

J




Skolem Normal Form (SkolemixiEER2)

(Vx)(Jy)(3z)S(a,b,x,y, 2)

4
\ Y depends on x L(Vm)(HZ)S(% b, x, f(x), 2) \

3 i Z depends on x
(Vz)S(a,b,z, f(x),g(x)) y

If x doesn't depend on any
varinbles, we replace x with a
CONStaANnt.

e

-
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Deduction (13453

— — — —

L e

L™

o

S—
o

S——

=
<

PELL

~Q(z) V R(z)



Deduction (IJ35IEIEZ)
Pr)V Q@) Q) v R

resolution on (1)(3)
resolution on (2)(5)

resolution on (4)(6)



Lazy SMT Techniques

E-matching

based
Quantifier

Instantiation

i

EUF + SAT }=

Model
based
Quantifier
Instantiation

Architecture of Z3's SMT Core solver

N

Theories

Arithmetic

Arrays

Bit-vectors

Datatypes

Strings/Sequences

anYanYonYanYan

NN NN

Integrate theory A
support with SAT
solver

J

/




Lazy SMT Techniques

(r=1Vaz=3)A (p1 Vv p2)A
(y=1Vy=2Vy=3)A (p3 V pd V p5)A
ﬁ
—(z = y)A —pTA
(= 2)A —p8A
(

y = Z)(_ﬂ —p9
~N

Stepd: veplace atomle
formulas with fresh
L propositional variables.

J




Lazy SMT Techniques

[ ifitis unsatisfiable,
(z=1vz=3)A (b1 V P2 the original formula is
also unsatisfiable.

(y=1Vy=2Vy=3)A (p3 V pd V p5)A ;\/ )
(2 =3)A (p6)A DPLL
ﬁ

= UNSAT
—(z = y)A —pTA
—(xz = 2)A\ P&
~(y = 2) —p9

~
StepR: use SAT solvers to

pet asstgnments.
\. y




( / e Ve
: DPLL wWill not give this result.
Lazy SMT Techniques But to deseribe lazy SMT, we
(z=1Vz=3n v\ SwWppose this is the result.

~N

J

(y=1Vy=2Vy=23)A (p3 VvV pd V p5)A \/

pl=T,p2=F.,p3=1,p4d = F,

(z = 3)A (p6)A DPLL
— mmll b = F,pb =T, p7 = F,p8 = F,
~(z = y)A —pTA
p9 = F
—(xz = 2)A\ P&
—|(U = ?’) —|p9

~
StepR: use SAT solvers to

pet asstgnments.
\. y




Lazy SMT Techniques

(r=1Vaz=3)A (p1V p2)A
(y=1Vy=2Vy=3)A (p3 V pd V p5)A
(2 = 3)A (PEIA DPLL pl=T,p2 =F.p3 =1, ,pd = F,
— mmll b = F,pb =T, p7 = F,p8 = F,
—(z = y)A —pTA
—(x = 2)A\ —p8A =
~(y = 2) —p9
4 H:r # 3y y # 2,
Step3: use T-solvers to Y £ 32— 3 T 2,
cheek the satisfinbility, y 4 2 75'\'

N %.L__




Lazy SMT Techniques

(z=1vz=3)A (p1 V p2)A
(y=1Vy=2Vy=3)A (p3V paV p5)A
(z — 3)/\ (pﬁ);’\ DPLL pl = T, ;DQ = F,pg — T, p4 — F!

( )f\ TA pd = F,p6 =T, ,p7 = F,p8 = F,
~(z =y —p

p9 = F
(@ =2N —p8A
=(pl A =p2 A p3 A —pdA

—(y = 2) —p9

—pd A pb A —pT7 A —~p8A

—p9)
( iy ) P -1":1:1“753-y=1?}7525
If it is unsatisfiable, \% L y£3, 2= 3:;: £ 2,
tell SAT solver to give ;}, £ 2 T""“\

_ another assigniment. y ~ALSE




Lazy SMT Techniques

(r=1Vx=3)A (pl Vv p2)A
(y=1Vy=2Vy=23)A (p3 V pd V p5)A
(2 = 3)A (p6)A T -t T

— 5=F.p6 =T,p7 =F,p& = F,

: A ST p P :
=l r = ’y =
p9 = F
—I(:I: = z)/\ —p8A
=(pl A =p2 A p3 A\ —pdA

—(y = 2) —pY

—pd A pb A —=pT7 A —~p8A

—p9)
w=1x#3,y=1,y # 2,
|— y#3,2=3,rF#y,r# z,

y#z E%

S§



Lazy SMT Techniques

(r=1Vx=3)A (pl Vv p2)A
(y=1Vy=2Vy=23)A (p3 V pd V p5)A
(z = 3)A (p6)A DPLL pl:T=p2=F=
| p9 = F
—(z = 2)A —p8A
—I(pl A —p2 A p3 N\ —pdA
~(y = 2) —p9

—pd A pb A —=pT7 A —~p8A
) e=1243 l
L Yy#3,z2=3,Fy.xF#z,
Yy F z -
[SAT]/ ,




Lazy SMT Techniques

-

G

EUFis a

theorg solver.

EUF + SAT

E-matching
based
Quantifier
Instantiation

Model
based
Quantifier
Instantiation

N

Theories

Arithmetic

Arrays

Bit-vectors

Datatypes

NN N N

Strings/Sequences

NN N N

/

4 N

(n additlon to
EUF, there are

many other
theorit solvers.
Z\ J Y

Architecture of Z3's SMT Core solver



EUF

The logic of equality and uninterpreted function, EUF, is a basic ingredient for
(first-order) predicate logic.

While formulas are not empty: a=bb=cd=c¢

remove a=b; b=s,d= t,
merge(a, b); ‘
If find(a) = find(b) for some a#b [ UNSAT L

return false;
else

return true;




EUF

. THEOREM

Congruence rule:

L1 = Y1y ooy T = Yn = f(T1,...,2n) = f(Y1, ..., Yn)

a=bb=cd=ce
b=s,d=1

4 ,
fla,g(d)) # f(b,g(e)) whew there are functions,

we can construct the graph
with congruence rule.

\_




EUF

1) introduce constants that can be used as shorthands for sub-terms.

a=bb=c,d=ce
b=s,d=t1
fla,g(d)) # f(b, g(e))

a=bb=c,d=c¢
b=s,d=1tv3# vl



EUF

2) Working bottom-up, the congruence rule dictates how to merge groups
a=bb=c,d=ce¢
b=s,d=1t,v3 # vd
vl :=g(e),v2 := g(d)
v3 := f(a,v2),v4 := f(b,vl)

(1) @ & ® @



EUF

2) Working bottom-up, the congruence rule dictates how to merge groups

a=bb=c,d=ce¢

X
b=s,d=1t,v3 # vd

. Je:d:gw):g(d)
vl :=g(e),v2 := g(d) )

v3 := f(a,v2),v4 := f(b,vl)

(o) (@) (o) @ @




EUF

2) Working bottom-up, the congruence rule dictates how to merge groups

a=0bb=c,d=c¢c
r N
a=0bv2=0vl= |p—gd=tv3+#0v4
2) = f(b,vl - -
\f(a,v ) = f(b,01) | y1:= g(e),v2 := g(d)

v3 := f(a,v2),v4 := f(b,vl)




EUF

3) Check satisfiability like before

a=bb=c,d=ce¢
b=s,d=1t,p3 #v4
vl :=g(e),v2 := g(d)

v3 := f(a,v2),v4 := f(b,vl) AMNSAT

/
L\
| V3,04 )
N




Symbolic Execution 250 [
True
void func(int a, int b) { i if(a>0)
if(a > 9)
a = -b;
’ a=A.., b=B.,
else 2l 2
b = 2, Agyn>0
assert(a + b < 1); a=-b
} [
a=-Bgyp, b=BSym
Agyn>0
Path constraints: the path condition assert(a+b<1)
Next code: the next instruction to be executed l

(A>0)AN(B—-B>1)

Symbolic store: the symbolic value

a=A

Ayyn<=0

assert(a+b<1)

(A<O)A(A+2>1)

for each variable

[_l/{r}lSAT]

[ Couwnterexa mm

sym?



Part I: Computer Aided Reasoning Overview

— —1 1 1.3 Auto-active Proof —
Step 1. Hoare Logic

Step 2. Ask the computer
to check the invariants

-

\.

Previous verifieation methoo cannot
address unbounded Loop. We tintroduce
Hoare Logtic.




Defining Correctness
[ DEFINITION

Program state includes the value of every variable used in the program. ]

DEFINITION
[Pre-condition describes the program state before executing the program. ]

DEFINITION
[Post-condition describes the program state after executing the program. ]

[pre—oom,dit’ww ?T =1 =1+ 1; L= Qﬁpost—cowdlt’ww]




Hoare Triple (B2/R=7c4H)

- DEFINITION ~

A program C is partially correct Iff:

whenever C is executed In a state initially satisfying pre-condition and

If the execution of C terminates, then the state in which C’s execution

terminates satisfies post-condition.

\_ J

[pr@-—oowdi’c’ww ? {P} C{Q} ﬁ post-condition ]
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Weakest Precondition

[StYOVLQCYrP — QAW@H h&Y]

r DEFINITION
Given a program C and postcondition Q, P Is the weakest precondition

means for all P’, {P’} C {Q} iff P’ - P. We use wp(C, Q) to denote P.
g

~

J

weakest
{a =2}a:=a+ 1{a = 3} precondition

{a=2Nb=4}a:=a+ 1{a = 3} a=2ANb=4—a=2
{a:2/\a>1}a;:g—|—1{a:3} a=2Na>1—a=2




Basic Idea of Automated Verification

To prove {P}C{Q}

- Find the wp(C, Q), then prove P implies wp(C, Q).

{!{ we can find wp, we
{P}C{Q} wuy P — wp(C, Q) can convert hoare
1 triples to predicate

P A —pr(C,, Q) \_ Log’w formuta, y

\.

! WEJ' ust need to prove

it is unsatisfinble.

/




Proving Correctness % Replace a ]
n P with v
{P}a :=e{(TFv)(a = e[v/a] A Plv]al)} P—Q {Q}C{R}

{P}C{R}
{Ple/a]}a = e{P}
{P;C{Q} Q- R (PICI{R) {R}C21Q)
{PrCLR} P11 C2{Q}

{P Aistrue(bl)}C'1{Q} {P Nisfalse(bl)}C2{Q}
{P}if(bl) then C1 else C2{Q}

[ A Hoare triple can be proved by
_these axioms and inference rules.




Weakest Liberal Precondition
wip(skip, Q) = Q

wlp(a :=e, P) = Ple/al
wip(C1; C2,Q) = wip(C1,wilp(C2,Q))

wip(ef(bl) then {C1} else {C2}, Q)
=(istrue(bl) — wip(C1,Q)) A (isfalse(bl) — wip(C2,Q))



Loop Invariant

The whtle J
- - {I N\istrue(bl)}C{I} rule (WHP)
[ Loop nvartant L{I} while(bl) C {I Nisfalse(bl)}

It says that
- If executing C once preserves the truth of |, then executing C
any number of times also preserves the truth of |

- after a while loop has terminated, the test must be false



Loop Invariant

( s\
10— pre-—cowolbtbow]

{a

void f(unsigned &a)

{
while(a != 10) I: a <= 10
{

a =a+ 1;
} ] [ Loop invariant

%a - 10} Apost—comlit’ww




While Loop

{I Nistrue(bl)}C{I}
{I} while(bl) C {I Nisfalse(bl)}

wariant need be
written manually
P—1 g
{P}lwhile(bl)C{Q} (I Nisfalse(bl)) — @
{I N istrue(bl)}C{I}




Loop Invariant

| {I Aistrue(bl)}C{I}
{1} while(bl) C {I Nisfalse(bl)}]

{a <10} while(a! =10) a :=a+ 1 {a = 10}

Proof. [ assig WV\Q
I){a+1<10}a :=a+ 1{a < 10} S

(1)

(2)a<10ANa#10—a+1<10 predicate logic gﬁ'ﬂﬁﬁug%ﬁ:]
(3)fa < 10A a # 10}a = a + 1{a < 10}| SP(1)(2

(4)fa < 10} while(a! = 10) a :=a+ 1 {a < 10 A a = 10}| WHP(3

(5la<10ANa=10— a =10 predicate Zoh while LOOP ”’d’e]
(6){a < 10} while(a! = 10) a :== a + 1 {a = 10} WC(4)(5

| Sémlé%gtﬂ




Thanks & Questions
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