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Lab1

 Lab1 DDL is 10.31. Hurry up!
* If you need to use grace day, please inform TA in advance.



Hoare Logic ( E/R¥4E )

_ - — 1.3 Auto-active Proof —

Step 1. Axiom system
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Program Analysis




Program Analysis

i
SMT-bases

rooramt analisls
Prog N Y )
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Program Analysis

4 With SMT solvers, how to

convert the program to
_ predicate logic formulas?




Program Analysis

int select(int a, int b, int c)
{
if(c >= 9)
return a;
else
return b;
}
r

Prove that the return value is
greater thaw zevo Uf both a and b
are greater thawn zevo.

\_




Program Analysis

int select(int a, int b, int c) ( > )
{
if(c >= 0)
return a; - (b > )
1
else N ((c>0) = (result = a))A\
}
(=(c > 0) — (result = b))

— (result > 0)

Prove Lt Ls
uw’b\/ersaLLH valtd.

\.




Program Analysis

(a >
(b >
((c >
(—(c

— (result > 0)

\.

Prove Lt LS

uw’b\/ersaLLH valial.

0)A

0)A

0) — (result = a))A
> 0) — (result =0))

/H

J

c>0) — (result = a))A

—(c > 0) — (result = b))\

—(result > 0)

-

N

Prove Lt is
unsattsfiable.




Loops

{

void f(unsigned a)

unsignhed i = 3;
a = 0;

while(i > 9)

{

a =a+ 1;
i=1-1;
}
assert(a == 3);

[ L~06ﬂlS

void f(unsigned a)

{

unsigned i = 3;
a = 0;

a =a+ 1;
i=1-1;
a =a+ 1;
i=1-1;
a =a+ 1;
i=1-1;
assert(a == 3);

[strai,ght-u,we Code




Loops

void f(unsigned a)

{ r
unsigned i = 0; How many Loops
while(i < a)
{ k shoulal we unloop?
i=1+ 1;
}
assert(i == a);




Loops

{

void f(unsigned a)

unsighed i = 0;
while(i < a)

{

i=1+ 1;
}
assert(i == a);

-

It seemns that current
technigue doesn’t
worlke. \We neeol niore

_ powerful tools.

v




Hoare Logic Can Do It!

Assign logical meaning to programs

Edsger Wybe Dijkstra Robert W. Floyd Charles Antony Richard Hoare
Turing Award(1972) Turing Award(1978) Turing Award(1980)
C. A. R. Hoare:

An Axiomatic Basis for Computer Programming.
Commun. ACM 12(10): 576-580, 1969.



Hoare logic is an axiom system
for program verification.



Axiom System(AH R 4t)

- DEFINITION

An axiom system is a logical system which possesses a group of

axioms( ) from which theorems(x€ #) can be derived.
.

[ v 2y /7 \
We can firstly use propositional

Logic to explain the components of
an axiom system.

\_




Axiom System(AH R 4t)

- DEFINITION

Initial symbols(#]45 455 ) include all the symbols in the axiom

system.
.

proposz,twwat

variables A B.C complete
cowwectz,ves

(it is before a formula,

denoting the formula | (;
Ls a tautology. I—

\_




Axiom System(AH R 4t)

- DEFINITION

Formation rules(J& 1) define the legal symbol strings in the

axiom system.
.

- INDUCTIVE DEFINITION of WFF ~
1). Every single proposition (symbol) is in WFF.

2). If A and B are WFF, so are (—A) and (A v B).

3). No expression is WFF unless forced by 1) or 2).
g Y,




Axiom System(AH R 4t)

(A— B) = (-AV B)
(AANB) =-(-AV -B)
(A~ B)=((A— B)AN (B — A))

4 )

Sowmetimes we can deflne some new
symbol strings for abbreviation.

-




Axiom System(AE

L R 4t)

(

\.

DEFINITION

Axioms(F) include some tautologies from which theorems can

be derived. We don't need to prove them in the axiom system.

(Theg should be seLecteol\ .
Azioml
carefully. Otherwise,

some theoremis cannot
be derives.

Axiom?2

Axiom3

AxiomA4




Axiom System(AH R 4t)

-

.

DEFINITION

from axioms and known theorems.

~

Inference rules (22 % #1145 #L ) defines how to infer new theorems

(

substitution

rule FRAFEN])

? - Pv-pP wmL o (RVS)V-(RVS)

[ﬁ%ﬂ)ﬂﬂf If-A,-A— B,thent+ B

[_

BRI

Replace part of A by equivalent(%:1{H) expressions to
get B: = if - A then - B



Axiom System(AH R 4t)
- DEFINITION

Building theorems (% 37 %€ #) includes all the tautologies and their

proofs.
.

- (Q—R) = (P> Q) = (P - R))

Proof.



Axiom System(AH R 4t)

% DEFINITION
Building theorems (% 37 %€ #) includes all the tautologies and their

proofs.
.

F(@— R) = (P = Q) = (P> R))

Proof.
(1H)F(Q—R)—> (PVQ — PVR) Axriomd



Axiom System(AH R 4t)

% DEFINITION
Building theorems (% 37 %€ #) includes all the tautologies and their

proofs.
.

F(Q@—>R)— (P—>Q)— (P— R))

Proof.

(H)F(Q—>R)— (PVQ — PVR) Axiomd
. . . P .

2)F(Q > R)— (-PVQ —-PVR) — on (1)

- P



Axiom System(AH R 4t)

% DEFINITION
Building theorems (% 37 %€ #) includes all the tautologies and their

proofs.
.

F(Q—>R)— (P—>Q)— (P— R))ATM@OV@WL 1]

Proof.
(H)F(Q—R)—(PVQ —-PVR) Axiom4
2)F(Q@—R)—> (-PVQ—-PVR) ipon(l)

B)FQ@—>R)—>(P—>Q)—(P—R)) de finition of — on(2)



Axiom System(AH R 4t)

=P —>P Theorem :2]

Proof.

(DFP->PVQ Axiom 2
(2)-P->PVP Replace Q with P in (1)
(3)FPVP->P Axiom 1
BHr@Q->R)->((P-Q - (P->R) Theorem 1

G)F((PVP)->R)-> (P> (PVP))->(P—->R)) Replace QwithPVPin (4)
6)F(PVP)->P)->((P—>(PVP)) - (P—-P)) Replace RwithPin (5)
(HD+P->(PVP)>(P—-P) Hypothetical reasoning on (3) (6)
B8)rHP->P Hypothetical reasoning on (2) (7)



Axiom System(AH R 4t)

-P P Theorem :2]

Proof.

(DFP->PVQ Axiom 2
(2)-P->PVP Replace Q with P in (1)
(3)FPVP->P Axiom 1
BHr@Q->R)->((P-Q - (P->R) Theorem 1

G)F({((PVP)->R)-» (P> (PVP)) »(P—->R)) Replace QwithPV Pin (4)
6)F(PVP)->P)->((P—>(PVP)) - (P—-P)) Replace RwithPin (5)

(HD+P->(PVP)>(P—-P) Hypothetical reasoning on (3) (6)
B8)rHP->P Hypothetical reasoning on (2) (7)
- —PVP Theorem 3]

Proof.

()-P->P Theorem 2

(2) -=PVP Definition of = on (1)



Completeness and Soundness

DEFINITION

Completeness: if P is a tautology, - P can be proved in the system.

2 DEFINITION
Soundness: if - P can be proved in the system, then P must be a
tautology.
-
-

Soundness Ls the converse of completeness.
Propositional logic Ls complete ans sownd.

\§




Completeness Proof

Completeness: if A is a tautology, - A can be proved in the
system

PROOF

-

1. All proposition A can be converted to CNF:
A=A NA, A NA,




Completeness Proof

Completeness: if A is a tautology, - A can be proved in the
system

PROOF

-

1. All proposition A can be converted to CNF:
A=A NA, A NA,
2. If Alis tautology, then each disjunctive clause contains a

complementary pair.
Ai =—nVrmnV:---




Completeness Proof

Completeness: if A is a tautology, - A can be proved in the
system

e PROOF
1. All proposition A can be converted to CNF:
A=A NA, A NA,
2. If Alis tautology, then each disjunctive clause contains a

complementary pair.
Ai =—nVrmnV:---

3. Each + A; can be proved in system:

Forvm, FP>(PVQ) =+ —nVrTV(Q
med Lt as theorem 2 | | Axiom 2

- A

J




Completeness Proof

Completeness: if A is a tautology, - A can be proved in the
system

e PROOF ~
1. All proposition A can be converted to CNF:
A=A NA, A NA,
2. If Alis tautology, then each disjunctive clause contains a

complementary pair.
Ai =—nVrmnV:---

3. Each + A; can be proved in system:

F—-nvmn, FP->(PV(Q) =+ rVTV(Q
\_4 Since each clause is proven, = A can be proved in system. Y,

- A




Soundness Proof [lwduc’ciow!L

Soundness: if - P can be proved in the system, then P
must be a tautology.

- PROOF
1. All axioms are tautology.




Soundness Proof [lwductiow!L

Soundness: if - P can be proved in the system, then P
must be a tautology.

- PROOF
1. All axioms are tautology.

2. If all theorems used is tautology, the new theorem
created by inference rules is also tautology.




Soundness Proof [lwductiow!L

Soundness: if - P can be proved in the system, then P
must be a tautology.

- PROOF
1. All axioms are tautology.

2. If all theorems used is tautology, the new theorem

created by inference rules is also tautology.
C f-A,+A - B,then+ B

If Aagnd A — B hold, then B must hold

N\ )

Other tnference rules Prove it by listing all posstble
\\caw also be proved ) sttuations (truth table) J)




Soundness Proof [lwductiow!L

Soundness: if - P can be proved in the system, then P
must be a tautology.

- PROOF
1. All axioms are tautology.

2. If all theorems used is tautology, the new theorem

created by inference rules is also tautology.
C f-A,+A - B,then+ B

If Aand A — B hold, then B must hold
3. So allthe - P deduced in the system must be

tautology. ®

\_ /
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4 )

Hoare Logie s designed specifically
for program verification. tt answers
what Ls program correctness ano how

to formally prove the correctness.
\_




Problem1:
How to define program correctness?



Hoare Triples(ZE /R =Jt4)
[ DEFINITION

Program state includes the value of every variable used in the program. ]

[ DEFINITION ]

Pre-condition describes the program state before executing the program.

Post-condition describes the program state after executing the program.

[ DEFINITION ]

[Pre—cowditi,ow ?7’3 =1 z=z+1 r= QﬁPos’c—cowdi’c’ww]




Hoare Triples
[ DEFINITION

Program state includes the value of every variable used in the program. ]

[ DEFINITION ]

Pre-condition describes the program state before executing the program.

Post-condition describes the program state after executing the program.

[ DEFINITION ]

Pre-/post-condition

can be predicate
Logie formulas.

r=3Ny=2>9
r>3Nx #0

J




Hoare Triples

- DEFINITION N

A program C is partially correct iff:

whenever C is executed in a state initially satisfying pre-condition and

If the execution of C terminates, then the state in which C’s execution

terminates satisfies post-condition.

J

We use Hoare tr’apLes\
{P} C{Q} to define program
COYYECtNESS.

J




Hoare Triples

- DEFINITION N

A program C is partially correct iff:

whenever C is executed in a state initially satisfying pre-condition and

If the execution of C terminates, then the state in which C’s execution

terminates satisfies post-condition.

J

[pr@—cowditiow ? {P} C{Q} ﬁ Post—cov\,olitiov\, ]

ﬁ{o‘@ram]




Hoare Triples

r DEFINITION ~

A program C is partially correct iff:

whenever C is executed in a state initially satisfying pre-condition and

If the execution of C terminates, then the state in which C’s execution

terminates satisfies post-condition.
- _/

r

we don't constder whether the given
program can terminate (partially corvect).
.




Halting Problem

4 DEFINITION )
Halting problem means if we can have an algorithm that will tell

that the arbitrary given program will halt or not.

Pasically halting means terminating. y

4 , , )
Alan Turing proved tn 1936 that

a general algorithm to solve the
halting problem cannot exist. J>

\_




Hoare Triples

(" The Hoave triple is the )
correctness criterion of

program C, which is
\called specitication. } P} C{Q}

P and @ are predicate Logic
propositions. what about C?

.




A Small Imperative Language

* Program variables
* 3,b,c, .. (can be assigned to)

* Numbers 1, 2, 3,...

* Expressions
e Expression evaluation is assumed to be side-effect-free for all expressions
* Arithmetic expressions: el+e2, el-e2, ...
* Boolean expressions: el >e2,el ==e2,el<e2, ..

* We typically write b1, b2,... for boolean-typed expressions and el, e2, ... for
arithmetic expressions

4 , ,
For SmeL’Lc’L’cH, we just consioler a

stmple Lmperative lLanguage.

.




A Small Imperative Language

* Statements

e skip (does nothing when executed)

* a:=e (assignment: changes value of a)

* s1; s2 (sequential composition: execute s1 followed by s2)
e if(bl) {s1}else {s2} (execute sl if b is true; s2 otherwise)
 While(b1) {s} (repeatedly execute s while b is true)

e We don’t consider

* heap, pointer, break, continue, function, bit-operator, object-oriented, struct,
union, array, float numbers...

[ , ,
For stmplicity, we just consider a
stmple Lmperative lLanguage.

.




Hoare Logic

* Initial symbols
* symbols in predicate logic : V, 3, =, —, ...
* symbols in the simple imperative language: if, while, :=, ...
e vdash : - (we omit it in following slides)

* Formation rules
« {P}C{Q}

* P and Q should be predicate logic formulas, which describe program state
e Cshould be a legal program ( no syntax error )



Hoare Logic

{a = 0}a := 3{a = 3}

{a =1}a:=2;a:=a+ 1{a = 3}

{a =1}a := 2{a = 10}
{a=1Ab=5}if(a==1)a:=bla=5Nb=05}

-
They ave all Hoavre triples. But not
all of them ave valid.

.




Hoare Logic

{a = 0}a := 3{a = 3} Er

{a=1}a:=2;a:=a+ 1{a = 3} g

{a =1}a := 2{a = 10} g
{a=1ANb=>5}if(a==1)a:=b{a=5ANb=>5} Q(

[ We need to formally prove whether a )
Hoare triple Ls right. tn other wordls, N
we need to prove the program satisfies 53
_ the specification. ¥ =




Problem 2:
How to prove program correctness?



AxXioms

{P}skip{ P}

-
This axitom LS cLearLH true.

Because skip does nothing.
.




AxXioms

{7}a :=e{?}

-
The asstgnment axtom
brings troubles.

.




AXxioms )
Use a to replace e P

J

{P}ta:=e{Pla/e|}

{a=0}a:=1{a=0} X

-
IS this cowect?L
\ P




AxXioms

{Pla:=e{PANa=¢e}

{a=5la:=a+1{a=5Na=a+1} g

g
s this corvect?
\. (P




Axioms (visa fmeslflN
. variable.

(Pha = e{(30)to [Tl PR}
{a=1}a:=a+ 1{( Elv a—m v/a ) }

{a=1}a:=a+ 1{(;'”)(“ :/\}<[ stwplification ]

{a =1}a:=a+ 1{a = 2}

;
This Ls correct and a forwarol
asstonment axiom.

.




AxXioms

{Ple/alta = e{P}
{b+1=42}a :=b+ 1{a = 42}
(42 = 49} a := 42{a = 42}
{a—b>3}a:=a—bfa > 3}

p
This Ls correct. But it

seems to be “backward”.
\_




AxXioms

V4 V4 \
The abbreviation

ls AS-FW. ls AS.
y, w
{P}a:=e{(Fv)(a=e[v/a] A Plv/al)} {Ple/a]}a := e{P}
- Forward [ itis more widely )- Backward

used because Lt’s
- Quantifier _ quantifier-free.

- Intuitive -

4 , , )
The abbreviotion

J

Quantifier-free

Not intuitive



AxXioms

{a=1}a:=a+ {(Fv)(a=(a+ 1)[v/a] A (a =1)v/al])}

) 4

{a=1}a:=a+ 1{

(Fv)(a=v+1Av=1)}

3

{a =1}a :=a+ 1{a = 2}

\_

The simplification

LS correct.

]

But Hoare Logic is an axtom
system. We need some rules
to do this stmplification.

~N

J




Inference Rules

[ strong ?P ~ Qéwem@]

[Tm line means (PYCIR consequent (WC)

inference.

{a=1}a:=a+ 1{(Fv)(a= (a+ 1)[v/a]|A (a=1)v/al])}
(Fv)(a = (a+ 1)[v/a] A (a =1)[v/a]) — a =2

{a =1}a:=a+ 1{a = 2}




Inference Rules

[ strong ]7P - Qéweal@]

We can also
strengthen

P—Q {QC{R) ‘PYEOEO[EVL‘C (STP).)
{PrCLR]}

{a=n}la:=a+ 1{a=n+1}
Proof.



Inference Rules

P weak
[ strong ]7 - Q4 ] we cawn also

strengthen

P—Q {QYC{R} ‘PYEOEO[EVL‘C (STP).)
(PrOLR}

{a=n}la:=a+ 1{a=n+1}
Proof.

(l)a=n—>a+1=n+1 predicate logic



Inference Rules

[ strong ]7P - Qéwem@]

We can also
strengthen
P—Q {QYC{R} ‘PYEOEO[EVL‘C (sSP) Y
(PrOLR}
{a =n}ta:=a+1{a=n+1}
Proof.
Na=n—a+l=n+1 predicate logic

2{a+1=n+1}a:=a+ {a=n+1} AS



Inference Rules

[ strong ?P 7 Qéwem@]

we cawn also
strengthen
P—Q {QC{R) ‘PYEOED[EV\/‘C (sSP) Y
{P;C{R}
{a =n}ta:=a+1{a=n+1}
Proof.
(lla=n—a+1=n+1 predicate logic
2{a+1=n+1}a:=a+ l{a=n+1} AS

(3){a=n}ta:=a+1{a=n+1} SP (1)(2)



Inference Rules

/ 2 \
g we WLLL tntroduce

Lnference rules for
Z\ these structures.

Program structure

1. Sequence : s1; s2 /

2. Branch :if(b1) {s1} then {s2}

3. Loop structure : while(b1) { s }

This s what we |
want the most. |




Inference Rules

The sequential
{P}CH R} {R}C2{Q)} composition
{P}C1;C2{Q} rule (sSe)

J

{b>3la:=2xbja:=a—b{a>4}
Proof.



Inference Rules

The sequential
{P}CH R} {R}C2{Q)} composition
{P}C1;C2{Q} rule (sSe)

J

{b>3}a:=2xbja:=a—b{a>4}
Proof.
(){a—b>4}a:=a—bl{a > 4} AS



Inference Rules

The sequential
{P}CH R} {R}C2{Q)} composition
{P}C1;C2{Q} rule(sc)

J

{b>3}a:=2x%bja:=a—bla>4}

Proof.

(){a—b>4}a:=a—bla > 4} AS
(2){2xb—b>4}a:=2xb{a—b>4} AS



Inference Rules

The sequential
{P}CH R} {R}C2{Q)} composition
{P}C1;C2{Q} rule(sc)

J

{b>3}a:=2x%bja:=a—bla>4}

Proof.
(){a—b>4}a:=a—b{a >4} AS
(2){2xb—b>4}a:=2xb{a—b>4} AS

(3)b>3—>2xb—b>4 predicate logic



Inference Rules

The sequential
{P}CH R} {R}C2{Q)} composition
{P}C1;C2{Q} rule(sc)

J

{b>3}a:=2x%bja:=a—bla>4}

Proof.

(){a—b>4}a:=a—bla > 4} AS
(2){2xb—b>4}a:=2xb{a—b>4} AS
3)b>3—->2xb—b>4 predicate logic
(4){b > 3}a:=2xbla—b>4} SP(2)(3)



Inference Rules

the sequential
{P}CH{R} {R}C2{Q} composition

{P}C1;C2{Q} ule(se) |
(b>3}a:=2%ba:=a—bla>4)
Proof. t's clearly
(D){a—b=>4}a:=a—bla >4} AS proves
(2){2*b—b>4}a:=2%bla—b>4} AS bachwar&ls.)
(3)b>3—2%b—b>4 predicate logic
(4){b>3%a:=2%b{la—b>4) SP(2)(3)
(5){b>3}a :=2%b;a:=a — bla > 4} SC(1)(4)



Inference Rules

Convert bto a Convert bto a ]
proposition. proposition.

{P Nistrue(bl)}C1{Q} {P Nisfalse(bl)}C2{Q}
{P}if(bl) then C1 else C2{Q}




Inference Rules

{T}if(a <b)then c :=belse c := a{c = maz(a,b)}
Proof.



Inference Rules

{T}if(a < b)then c:=belse c:= a{c=maz(a,b)}
Proof.
(1){b = maz(a,b)}c := b{c = maz(a,b)}

AS



Inference Rules

{T}if(a < b)then c:=belse c:= a{c=maz(a,b)}
Proof.
(1){b = mazx(a,b)}c := b{c = max(a,b)}

(2){a = maz(a,b)}c := a{c = max(a,b)}

AS
AS



Inference Rules

{T}if(a < b) then c:=belse c:= a{c =max(a,b)}

Proof.
(1){b = maz(a,b)}c := b{c = maz(a,b)} AS
(2){a = maz(a,b)}c := a{c = max(a,b)} AS

(3)T'ANa < b— b=max(a,b) predicate logic



Inference Rules

{T}if(a < b)then c:=belse c:= a{c=maz(a,b)}

Proof.

(1){b = mazx(a,b)}c := b{c = max(a,b)} AS
(2){a = maz(a,b)}c := a{c = max(a,b)} AS
(3)T'Na <b— b=maz(a,b) predicate logic
(4)T

4 —(a < b) = a = max(a,b) predicate logic



Inference Rules

{T}if(a < b)then c:=belse c:= a{c=maz(a,b)}
Proof.
){b = max(a,b)}c:= b{c = max(a,b)}
2){a = mazx(a,b)}c:= a{c = max(a,b)}

1

(1

(2)

3)T Na <b— b=maz(a,b)
(4)T N —(a < b) = a =maz(a,b)
(5)

{T'Na <b}c:=b{c=max(a,b)}

AS
AS
predicate logic
predicate logic

SP(1)(3)



Inference Rules

{T}if(a <b)then c:=belsec:= a{c=max(a,b)}

Proof.
(1){b = maz(a,b)}c := b{c = maz(a,b)} AS
(2){a = maz(a,b)}c := a{c = maz(a,b)} AS
(3)T Aa < b— b=maz(a,b) predicate logic
(4)T A —(a < b) — a = maz(a, b) predicate logic
(5){T A a < b}e := b{c = maz(a,b)} SP(1)(3)
(6){T A ~(a < b)}e := a{c = maz(a,b)} SP(2)(4)



Inference Rules

{T}if(a <b)then c:=belsec:= a{c=max(a,b)}

Proof.
(1){b = maz(a,b)}e := b{c = maz(a,b)} AS
(2){a = maz(a,b)}c := a{c = maz(a,b)} AS
(3)T Aa < b— b=maz(a,b) predicate logic
()T A —(a < b) — a = maz(a, b) predicate logic
(5){T A a < ble := b{c = maz(a,b)} SP(1)(3)
(6){T A ~(a < b)}e := a{c = maz(a,b)} SP(2)(4)
(AT} if(a < b) then ¢ := b else ¢ := a{c = maz(a,b)} CD(5)(6)



Inference Rules

The while ]

, , {I Nistrue(bl)}C{I} rule (WHP)
[ Loop Livariant L{[} while(bl) C {I Nisfalse(bl)}

It says that
- if executing C once preserves the truth of I, then executing C
any number of times also preserves the truth of I

- after a while loop has terminated, the test must be false



Inference Rules

The while ]

, , {I Nistrue(bl)}C{I} rule (WHP)
[ Loop Livariant L{[} while(bl) C {I Nisfalse(bl)}

It can be proved by induction on number of loop times
- If the loop execute for O time, I of course holds.
- If T holds for n times loops, it holds for n+1 times because of

the condition above the line.



Inference Rules
{I Nistrue(bl)}C{I}

{a < 10} while(a! = 10) a := a + 1 {a = 10} {1} while(bl) C'{I Nisfalse(bl)}
Proof.



Inference Rules

{I Nistrue(bl)}C{I}
{a <10} while(a! =10) a :=a+ 1{a = 10} {1} while(bl) C'{I Nisfalse(bl)}
Proof.
(){a+1<10}a:=a+ AS

[ Loop Lnvariant




Inference Rules

{I Nistrue(bl)}C{I}
{a <10} while(a! =10) a :=a+ 1{a = 10} {1} while(bl) C'{I Nisfalse(bl)}
Proof.
(I){a+1<10}a :=a+ 1{a < 10} AS

(2)a<10ANa# 10— a+1<10 predicate logic



Inference Rules

{I Nistrue(bl)}C{I}
{a <10} while(a! =10) a :=a+ 1{a = 10} {1} while(bl) C'{I Nisfalse(bl)}
Proof.
(I){a+1<10}a :=a+ 1{a < 10} AS
a<l1l0Aa 0O—a+1<10 predicate logic
(2) £1 dicate log
(3){a <10AN a # 10}a := a+ 1{a < 10} SP(1)(2)

N

-
Loop Lvariant
aLwags holols.

\_ y,




Inference Rules

{I Nistrue(bl)}C{I}
{a <10} while(a! = 10) a := a + 1 {a = 10} {1} while(bl) C'{I Nisfalse(bl)}
Proof.
(I){a+1<10}a :=a+ 1{a < 10} AS

(2)a<10Na# 10— a+1<10 predicate logic
(3){a <10AN a # 10}a := a+ 1{a < 10} SP(1)(2)
(4){a < 10} while(a! =10) a:==a+ 1 {a < 10 A a = 10} WHP(3)



Inference Rules

{I Nistrue(bl)}C{I}

{a <10} while(a! = 10) a := a + 1 {a = 10} {1} while(bl) C'{I Nisfalse(bl)}
Proof.

(I){a+1<10}a :=a+ 1{a < 10} AS
(2)a<10Na# 10— a+1<10 predicate logic

(3){a < 10N a # 10}a :=a+ 1{a < 10} SP(1)(2)

(4){a < 10} while(a! =10) a:==a+ 1 {a < 10 A a = 10} WHP(3)

(5)a <10ANa=10— a =10 predicate logic

(6){a < 10} while(a! = 10) a:=a+ 1 {a = 10} WC(4)(5)



Exercise

void f(unsigned a)
{

unsigned i = 0

{i=0Aa>0}
while(i < a)
{

i=1+ 1;

¥

3<[ pre-conplition ]

(i =a) 4 post-condition ]

{I Nistrue(bl)}C{I}

{I} while(bl) C {I Nisfalse(bl)}

'é
[ what Ls the Loop LAVarLant?




Exercise

void f(unsigned a)
{

unsigned 1 = 0

{i=0Aa>0}
while(i < a)
{

i=1+ 1;
}

3<[ pre-conplition ]

(i =a) 4 post-condition ]

{I Nistrue(bl)}C{I}

{I} while(bl) C {I Nisfalse(bl)}

I:2>20N1<aANha>0



{I Nistrue(bl)}C{I}

Example {I} while(bl) C {I Nisfalse(bl)}
{b > 20}a := b;while(a > 2)a :=a —1;{a > 1}

Try to prove Lt. The Loop
wvartant Ls a >=2.




{I Nistrue(bl)}C{I}

Example {I} while(bl) C {I Nisfalse(bl)}
{b>20}a := b;while(a > 2)a :=a —1;{a > 1}

(1){a—1>2}a:=a—1;{a > 2} AS



{I Nistrue(bl)}C{I}

Example {I} while(bl) C {I Nisfalse(bl)}
{b>20}a := b;while(a > 2)a :=a —1;{a > 1}

(1){a—1>2}a:=a—1;{a > 2} AS
2)(a>2ANa>2)—> (a—12>2) predicate logic



{I Nistrue(bl)}C{I}

Example {I} while(bl) C {I Nisfalse(bl)}
{b > 20}a := b;while(a > 2)a :=a —1;{a > 1}
(1){a—1>2}a:=a—1;{a > 2} AS

2)(a>2ANa>2)—> (a—12>2) predicate logic
(3){a >2ANa>2}a:=a—1;{a >2} SP(1)(2)



{I Nistrue(bl)}C{I}
Example {I} while(bl) C {I Nisfalse(bl)}

{b > 20}a := b;while(a > 2)a :=a —1;{a > 1}

(1){a—1>2}a:=a—1;{a > 2} AS
2)(a>2ANa>2)—> (a—12>2) predicate logic
(3){a>2Aa>2}a:=a—-1;{a > 2} SP(1)(2)
(4){a > 2}while(a > 2)a:=a—1;{a >2ANa <2} WHP(3)



{I Nistrue(bl)}C{I}
Example {I} while(bl) C {I Nisfalse(bl)}

{b > 20}a := b;while(a > 2)a :=a —1;{a > 1}

(1){a—1>2}a:=a—1;{a > 2} AS
2)(a>2ANa>2)—> (a—12>2) predicate logic
(3){a>2Aa>2}a:=a—-1;{a > 2} SP(1)(2)
(4){a > 2}while(a > 2)a:=a—1;{a >2ANa <2} WHP(3)
5)(a>2Na<2)—>(a>1) predicate logic



{I Nistrue(bl)}C{I}
Example {I} while(bl) C {I Nisfalse(bl)}

{b > 20}a := b;while(a > 2)a :=a —1;{a > 1}

(1){a—1>2}a:=a—1;{a > 2} AS
2)(a>2ANa>2)—> (a—12>2) predicate logic
(3){a >2ANa>2}a:=a—1;{a >2} SP(1)(2)
(4){a > 2}while(a > 2)a:=a—1;{a >2ANa <2} WHP(3)
5)(a>2Na<2)—>(a>1) predicate logic
(6){a > 2}while(a > 2)a :=a — 1;{a > 1} WC(4)(5)



{I Nistrue(bl)}C{I}
Example {I} while(bl) C {I Nisfalse(bl)}

{b > 20}a := b;while(a > 2)a :=a —1;{a > 1}

(1){a—1>2}a:=a—1;{a > 2} AS
2)(a>2ANa>2)—> (a—12>2) predicate logic
(3){a >2ANa>2}a:=a—1;{a >2} SP(1)(2)
(4){a > 2}while(a > 2)a:=a—1;{a >2ANa <2} WHP(3)
5)(a>2Na<2)—>(a>1) predicate logic
(6){a > 2}while(a > 2)a :=a — 1;{a > 1} WC(4)(5)
(7){b > 2}a :=b{a > 2} AS



{I Nistrue(bl)}C{I}
Example {I} while(bl) C {I Nisfalse(bl)}

{b > 20}a := b;while(a > 2)a :=a —1;{a > 1}

(1){a—1>2}a:=a—1;{a > 2} AS
2)(a>2ANa>2)—> (a—12>2) predicate logic
(3){a >2ANa>2}a:=a—1;{a >2} SP(1)(2)
(4){a > 2}while(a > 2)a:=a—1;{a >2ANa <2} WHP(3)
5)(a>2Na<2)—>(a>1) predicate logic
(6){a > 2}while(a > 2)a :=a — 1;{a > 1} WC(4)(5)
(7){b > 2}a :=b{a > 2} AS
(8)b>20 —b>2 predicate logic



{I Nistrue(bl)}C{I}
Example {I} while(bl) C {I Nisfalse(bl)}

{b > 20}a := b;while(a > 2)a :=a —1;{a > 1}

(){a—1>2}a:=a—1;{a > 2} AS
2)(a>2Na>2) > (a—12>2) predicate logic
(3){a >2ANa>2}a:=a—1;{a >2} SP(1)(2)
(4){a > 2}while(a > 2)a:=a—1;{a>2ANa <2} WHP(3)
5)(a>2Na<2)—>(a>1) predicate logic
(6){a > 2}while(a > 2)a :=a — 1;{a > 1} WC(4)(5)
(7){b > 2}a :=b{a > 2} AS
(8)b>20—b>2 predicate logic
(9){b > 20}a := b{a > 2} SP(7)(8)



{I Nistrue(bl)}C{I}

Example {I} while(bl) C {I Nisfalse(bl)}
{b > 20}a := b;while(a > 2)a :=a —1;{a > 1}

(1){a—1>2}a:=a—1;{a > 2} AS
2)(a>2ANa>2)—> (a—12>2) predicate logic
(3){a>2Aa>2}a:=a—-1;{a > 2} SP(1)(2)
(4){a > 2}while(a > 2)a:=a—1;{a >2ANa <2} WHP(3)
5)(a>2Na<2)—>(a>1) predicate logic
(6){a > 2}while(a > 2)a :=a — 1;{a > 1} WC(4)(5)
(7){b > 2}a :=b{a > 2} AS
(8)b>20—>b2>2 predicate logic
(9){b > 20}a := b{a > 2} SP(7)(8)
(10){b > 20}a := b; while(a > 2)a :=a — 1;{a > 1} SC(6)(9)



Partial Correctness U A istrue(bl)} O 1}

{I} while(bl) C' {I Nisfalse(bl)}

LS “true”
\_

( / V4
The Laop Lnwvariant

{true} while x # 10 do skip {x = 10}

Proof:

1.

{true A x # 10} skip {true A x # 10} SK

2. true A x # 10 = true

3. |{true A x # 10} skip {true} | we, 1,2

4.

{true} while x # 10 do skip {true A =(x # 10)}| wnpr,3

5. true A —~(x#10) = x =10

6.

{true} while x # 10 do skip {x = 10} wc, 4,5



Partial Correctness U A istrue(bl)}C{1}
{I} while(bl) C' {I Nisfalse(bl)}

( ’ /
The Loop tnvariant !
\ LS “true true} while x # 10 do skip {x = 10}

Proof:

1. {true A x # 10} skip {true A x # 10} SK

2. true A x # 10 = true

3. |{true A x # 10} skip {true} | we, 1,2
(_4_ . aile N da alcis i
The proof does not ensure that the
program can always terminate.

~ 6. [true] while x # 10 do SKIp (X — T10]




However,

™
Mawnual Proof Ls
usuaLLg tedious

J




We want an automated program verifier.



.

4 , , )
But previous methods (sg mbolic
execution) cannot hawnolle Loops
y,




what if we keep all

Lnvartants/consitlons tn

\_

the proof?

J




Automatic Proof, Again???



Predicate Transformer

[strowgerrp - Qéweal@er]

. DEFINITION

Given a program C and postcondition Q, P is the weakest precondition
means for all P’, {P’} C {Q} iff P’ - P. We use wp(C, Q) to denote P.
.

~

wealkest
{la=2}a:=a+ 1{a =3} precondition

{a=2ANb=4}a:=a+ 1{a = 3} a=2Nb=4—a=2
{a:2/\a>1}a;:a—|—1{a:3} a=2Na>1—a=2




Predicate Transformer

[strowgerfp 5 d weaker |

. DEFINITION

Given a program C and precondition P, Q is the strongest postcondition
means for all Q’, {P} C {Q’} iff Q = Q’. We use sp(C, P) to denote Q.
.

~

J

Strongest
fa=1}a:=3{a=3 postcondition

{a =1}a :=3{T} a=3—1T
{a =1}a:=3{(Fv)(a =v)} a=3— (Jv)(a =)




Predicate Transformer

We can consider the problem from the following perspective:
- Given a precondition and program, can we find the strongest postcondition?
- Or given a postcondition and program, can we find the weakest precondition?

- This is called predicate transformer semantics: how programs transform assertions

/ P — QUp C Q){lf WE COn 'ﬁ,l/\,d W'P oY S‘P,\

1PrCQj

we can convert hoare
p(C,P) — Q | triples to predicate Logic

_ formula. y




Predicate Transformer

We can consider the problem from the following perspective:
- Given a precondition and program, can we find the strongest postcondition?
- Or given a postcondition and program, can we find the weakest precondition?

- This is called predicate transformer semantics: how programs transform assertions

P — wp(C, Q) < We just need to

/ prove Lt Ls true.
)
\ p(C,P) = Q < We just need to |
prove Lt Ls true. |

1PrCQj




Predicate Transformer

We can consider the problem from the following perspective:
- Given a precondition and program, can we find the strongest postcondition?
- Or given a postcondition and program, can we find the weakest precondition?

- This is called predicate transformer semantics: how programs transform assertions

it Ls unsatisfiable.

1PrCQj

J

> P A ﬁwp(C, Q) Wejust neeol to ]:nm\/eN

sp(C, P) A =Q < we just need to prove
it Ls unsatisfiable.

J




Basic Idea

To prove {P}C{Q}
- Find the wp(C, Q), then prove P implies wp(C, Q).
- Find the sp(C, P), then prove sp(C, P) implies Q.

P A ﬁwp(C’ Q) N
How to prove the
formula?
)
sp(C, P) A =Q

1PrC{Q}

>
~



Working with SMT solvers is like magic




Question: How to automatically find the
weakest precondition (strongest postcondition)?

By rules (Theorems)...



A Quick Recap

[ AS-FW glves [ AS gLves the A
the strongest wearest
| Posteondlition. precondition. y
{P}a :=e{(Fv)(a =el|v/a] A Plv/a])} {Ple/al}la := e{P}
-  Forward (1t s more wislely )- Backward
used because tt’s
- Quantifier | simpler. Quantifier-free

- Intuitive - Not intuitive



A Quick Recap

[ AS-FW gives
the strongest

| Posteondlition.

{P}a:=e{(Fv)(a=elv/a] A Plv/a])}

Forward

Quantifier

Intuitive

[ AS olves the A
weakest
posteo nelltlon

W,

{Ple/a]}a := e{P}

(1t 1S more wisely - Backward
used becoause it’s
_ slwmpler. Quantifier-free




Weakest Precondition

We use wlp(C, Q) instead of wp(C, Q) in following slides:

Cis the program, Q is the intended postcondition

Name stands for weakest “liberal” precondition: it ignores termination

For all Cand Q, it is guaranteed that { wip(C, Q) } C {Q} is true
Forall P, Cand Q, {P} C{Q}iff P - wlp(C, Q)

WLp must e cowq:uctabl,e. We
will tntroduce the detatils.




Weakest Precondition

wlp(skip, Q) = Q

This is clear because
skip does nothing,.




Weakest Precondition

This is shmilarto | (Lle/ala=ctP}
AS n Hoare logle.
wlp(a := e, P) = Ple/al]

wilp(a :==b+1,a =42) =b+ 1 = 42

wlp(a :=a—b,a > 3) = ?



Weakest Precondition

This is shmilarto | (Lle/ala=ctP}
AS n Hoare logle.
wlp(a := e, P) = Ple/al]

wilp(a :==b+1,a =42) =b+ 1 = 42

wlp(a:=a—b,a>3)=a—b>3



Weakest Precondition

wlp(C1;C2, Q) = wip(C1, wip(C2, Q))

wlp(a:=a+1;b:=a,a=3Ab>0)



Weakest Precondition

wlp(C1;C2, Q) = wip(C1, wip(C2, Q))

wilp(a :==a+ 1;b:=a,a=3ANb>0)

=wlp(a :=a+ 1,wlp(b:=a,a=3ANb>0))

=wlp(a:==a+1,a=3ANa > 0)

a+1=3Na+1>0



Weakest Precondition

wlp(if(bl) then {C1} else {C2}, Q)
=(istrue(bl) — wip(C1,Q)) A (isfalse(bl) — wip(C2,Q))

wlp(if(a == 0) then{b:=1}else{b:=0},b=1Vb=0)



Weakest Precondition

wlp(if(bl) then {C1} else {C2}, Q)
=(istrue(bl) — wip(C1,Q)) A (isfalse(bl) — wip(C2,Q))

wlp(if(a == 0) then{b:=1}else{b:=0},b=1Vb=0)
=(a=0—->wlpb:=1,0=1Vb=0))A(a#0— wip(b:=0,b=1Vb=0))
=(a=0—-21=1V1=0A(a#0—-0=1Vv0=0)



Exercise

a:=b+2; if(a >2)thenb:=c+1; elseb:=c—1;

[Assume the past—cowoliti,ow s b>5Aa<10




Exercise

a:=b+2; if(a >2)thenb:=c+1; elseb:=c—1;

wip( a:=b+2; if(a>2)thenb:=c+1; elseb:=c—1;, b>5ANa<10)
=wlp(a:=b+2,((a >2) > wlp(b:=c+1,b0>5Na < 10)) A (—(a>2) 5> wlp(b:=c—1,b > 5Aa < 10)))
=wlp(a:==b+2,((a>2) > (c+1>5Aa<10))A(-(a>2) = (c—1>5Aa<10)))
=((b+2>2)—=(c+1>5Ab+2<10)A(—(b+2>2)—> (c—1>5Ab+2<10))



Weakest Precondition

wlp(while(b1){C'}, Q) =7

:-) Fi] Ar]



Weakest Precondition

{I Nistrue(bl)}C{I}
{I} while(bl) C'{I Nisfalse(bl)}

Vg V4 \
The Loop nvariant neeols
to be wrltten mawucaLLg |

P—1
{P}lwhile(bl)C{Q} (I Nisfalse(bl)) — Q
{I A istrue(bl)}C{I}

[ This can be further proved via
the weakest preconslition

. J




Lab3 : Dafny

method func(a : int, b : int) returns (c :

ensures C ==
{ @ﬁ post-condlition ]
var i := a/b;

int)

return 1i;
Description Line|
]l possible division by zero 4 '

https://github.com/dafny-lang/dafny




Dafny

[ ost-conolitlon method func(n: nat) returns (result: nat)
‘P ensures n == result
{
var 1: int := 0;
while 1 < n
tnvariant 1 <=n { Loop Lnvariant
{
i =1 + 1;
}
return 1i;
}

‘»' shortcut: Alt+B

Dafny 2.3.0.10506

Dafny program verifier finished with 1 verified, © errors
Program compiled successfully




Dafny

‘F\Y@-—cov\,p[f;tﬁoy\, method func(a: array<int>, n: int)
,:L-;P

equires n > ©

ensures forall k :: @ <= k < n ==> a[k] == 0

var i : int := 0;

while 1 < n
invariant 0 <= i
invariant i1 <= n

invariant forall k :: @ <= k < 1 ==> a[k] == ©
{
a[l] 1= 05 Description Line|Column
i :=1+ 1; 1 /!\ No terms found to trigger on. 9 14
} 2 |index out of range 3 (38
return; I3 |index out of range 9 |42
assignment may update an array element not in the enclosing
} D context's modifies clause 1 p
5 |index out of range 11 |5
66 A postcondition might not hold on this return path. 14 |2
7 This is the postcondition that might not hold. 3 10




Dafny

‘PY@"ODV\@“«H«OV\/ ]\Lmithod func(a: array<int>, n: int)
J equires n > @ & & n <= a.length
ensures forall k :: @ <= k < n ==
{
var i : int := 0;
while i < n
invariant 0 <= 1
invariant i <= n & & n <= a.length
invariant forall k :: 0 <= k < 1
{
ali] := 0;
i =1+ 1;
}
return;
}

> a[k] ==

> a[k] ==

Dafny 2.3.0.10506

Dafny program verifier finished with 1 verified, © errors

Program compiled successfully




A Quick Recap

~1.1 Propositional Logic —| [ 1.2 First Order Logic —| [ 1.3 Auto-active Proof —
Step 0. Proof. Step 1. Convert it into .
. : . Step 1. Axiom system
Step 1. Convert program into first order logic formula.
mathematical formula. Sten 2. Ask th ,
Step 2. Ask the computer ep <. AsK the computer
Step 2. ASk the CompUter to Solve the formula_ to CheCk the inval’iantS

to solve the formula.

PySAT " "




Soundness and Completeness for Verifiers

- DEFINITION ~

A verification algorithm is sound means that when a program

passes the verification, it is a “correct” program.

\Note that we can define the correctness in multiple different ways.j

AlL verification algorithms
Lntroduced before are sound




Soundness and Completeness for Verifiers

. DEFINITION

A verification algorithm is complete means that every correct

program can pass the verification.
.

Previous algorithms are not complete because of two main reasons:

- They may not automatically prove programs with unbounded loops.

- The satisfiability problem of FOL formulas is undecidable.



Question: How does an automated verifier
implement these?



Basic Design of An Automated Verifier

Input
- Invariants (e.g., Pre-condition) provided by user
- A program to be proved

Workflow
- Convert the program into Control Flow Graph (CFG).

- Insert the invariants into the CFG.
- Translate CFG into Hoare Triples
- Find the weakest precondition

- Prove the precondition imply the weakest precondition (Predicate Logic)



Basic Design of An Automated Verifier

Input
- Invariants (e.g., Pre-condition) provided by user
- A program to be proved

Workflow
- Convert the program into Control Flow Graph (CFG).

- Insert the invariants into the CFG.
- Translate CFG into Hoare Triples
- Find the weakest precondition

- Prove the precondition imply the weakest precondition (Predicate Logic)



Automated Verifier

In automated verifiers, programs are represented by the control-flow graph.

- DEFINITION \

A control-flow graph (CFG) is a representation, using graph notation, of

all paths that might be traversed through a program during its execution.
. J

-
we introduce CFG for

high level Language.

\.

If-then-else

while



CFG

- Each node in the graph represents a basic block, i.e. a straight-line piece of code
without any jumps or jump targets
- Jump targets start a block, and jumps end a block

- Directed edges are used to represent jumps in the control flow

int example(int a)
{
while(@ < a)
{ ‘
a :=a - 1;
}
return a;
}

result := a



CFG for sequential programs

CFG(C1; C2; ... Cn) ‘

a + 1;
. )

a + b;

o

(| I T
w
\o




CFG for if-then-else

[Vecus'we

CFG( if(b1) C1; else C2 ) ‘
| CFG for rest
program
£¥(a == Q)
b := 3;

else ‘




CFG for if-then

CFG( if(b1) C1) ‘

| CFG for rest
Program

if(a == 0)
b := 3;




CFG for while

CF& for rest
program

return a;

result := a




Exercise

while (c) {
X =y + 1;
y 1= 2 * z;
if (d) x := y+z;
z := 1;
}
Z = X;

7

Construct the CFG
recwsi,\/eLg.




Basic Design of An Automated Verifier

Input
- Invariants (e.g., Pre-condition) provided by user
- A program to be proved

Workflow
- Convert the program into Control Flow Graph (CFG).

- Insert the invariants into the CFG.
- Translate CFG into Hoare Triples
- Find the weakest precondition

- Prove the precondition imply the weakest precondition



Automated Verifier

- BASIC IDEA

Automated Verifier transforms control flow graph to logical formulas

and uses SMT solvers to solve it.
\_

{a=1}
int f(int a)

{ a = a+ 1; llllll”

return a;

result := a
}
{result=2} ! How to denote pre-—/past—
condition tn CFG?

.




Automated Verifier

To denote pre-/post-conditions, we need add new statements.
- assume A: assume A is true

- assert A: if Ais true, then execute the rest program, else go to error state

{a=1}

{
a :=a+ 1;
} return a; a=a+l;
result := a;
{result=2}

assert result=2




Automated Verifier

{a=1}
int f(int a)
{

a :=a+ 1;

return a; a:=a+1;
} result := a;
{result=2} assert result=2

Because there are no loops, we can still use weakest preconditions to reduce

the CFG to formulas.

wlp(assert P,Q)) = PN\ Q
wlp(assume P,QQ) = P — Q



Automated Verifier

{a=1}
{
a = a+ 1 )
return aj; a=a+l;
} B result := a;
{result=2} assert result=2
a=1— [ \
wlp(a := a + 1;result := a,result = 2) How to OOWL‘PM.tB wealkest
] precondition from CFG?
a=1— \_

a + ]. - N - v‘//\'/’



Automated Verifier

b
B

We define the correctness
of CFG:
Ao'lf — 'wlp(Cl, Bolc)

A, is true if the program is in a state
from which all executions beginning
from block A are correct.

Prove a program is correct
becomes prove A, is True.



Automated Verifier

b
B

We define the correctness

of CFG like this:
A()k = U'l])(Cl, Bok.)

assume a=1

a:=a+1;
result := a;
assert result=2

!

wlp(a := a + 1;result := a;assert result = 2,T)

wlp(a := a + 1;result := a, result = 2)
wip(a:=a+1,a = 2)

a+1=2

wlp(assume a = 1, B,y)

a=1—a+1=2
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{a=1}
int f(int a)

{

return a;

}
{result=2}

!

a=1— B,

wip(a := a + 1;result := a,result = 2)

!

a=1— Aok

a+1=2

a :=a+ 1; llllll”

assume a=1

a:=a+1;
result := a;
assert result=2

!

wlp(a := a + 1;result := a;assert result = 2,T)

wlp(a := a + 1;result := a, result = 2)
wip(a:=a+1,a = 2)

a+1=2

wlp(assume a = 1, B,y)

a=1—a+1=2



Automated Verifier

Aok = wip(C'1, A Sok)

S is Succ(A)

Succ(A) denotes the set of successors of Ain CFG



Automated Verifier

(AL [

int f(int a, int b)
{

if(b == @)
da .=

I
Q
+
=

o

else
a :=a + 2;
return a;

}
{result=2 Vv result=3}

result := a;
assert (result=2 V result=3)

When addressing branches, we need to add branch condition information to CFG.



Automated Verifier

(AL [

int f(int a, int b)
{

if(b == @)
da .=

I
Q
+
=

o

else
a :=a + 2;
return a;

}
{result=2 Vv result=3}

result := a;
assert (result=2 V result=3)

When addressing branches, we need to add branch condition information to CFG.



Automated Verifier

wlp(result := a;assert(result = 2V result = 3),T)

S
(Tl

= wip(result := a,result = 2V result = 3)

(a=2Va=3)

result := a;
assert (result=2 V result=3)



Automated Verifier

(a=2Va=3)

5 &
11—l

wip(assume(b # 0);a :=a + 2, E,};)

wip(assume(b #0),(a+2=2Va+2=3))

b#0—>(a+2=2Va+2=23))

result := a;
assert (result=2 V result=3)



Automated Verifier

A

Ex=((a=2Va=3)

Dy=0b#0—>(a+2=2Va+2=3))
Cor = wilp(assume(b=0);a :=a+ 1, E,};)

wilp(assume(b=10),(a+1=2Va+1=23))

b=0—=>(a+1=2Va+1=3))

result := a;
assert (result=2 V result=3)



Automated Verifier

Eok
A= L
COA
Bol\

result := a;
assert (result=2 V result=3)

(a=2Va=3)
b#0— (a+2=2Va+2=23))

b=0—=>(a+1=2Va+1=23))
wip(skip, Cor N\ D,y)

Cor N Doy,
b=0—=>(a+1=2Va+1=3))A

b#0—>(a+2=2Va+2=23))
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A

a+2=2Va+2=3)

a+1=2Va+1=3))A

(

( ( )
Coo=0b=0—(a+1=2Va+1=23))

( ( )

b#0—=>(a+2=2Va+2=23))
Aor = wip(assume(a = 1), Byy)

=(a=1)—

(b=0—=(a+1=2Va+1=3)A
(b#0— (a+2=2Va+2=23))

result := a;
assert (result=2 V result=3)

[bachwaml
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assume(100<=a)

{100<=a}
int example(int a)

{ | Loopttead

while(@ < a)
; )

a :=a - 1;

¥

return a;

}
{result=0} [EOD{H

e

How to
acldress Loops?
\_
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{100<=a} assume(100<=a)

int example(int a)

{

while(@ < a)
{ m—
a :=a - 1;
}
:=a-1
{result=0} it

assume(0>=a);

result := a;
assert(result=0)

Like that twn branch, we
need to ada Loop guardl.

.
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assume(100<=a)

{100<=a}
int example(int a)

{
hile(® < a) |
\%Ule d
a :=a - 1;
} X

return a;

}
{result=0}

assume(0>=a);
result := a;
assert(result=0)

[ we must eliminate Loops.
Otherwise, we cannot use
L backward methods Like before.




Automated Verifier

assume(100<=a)

{100<=a}
int example(int a)

{
hile(® < a) |
\%Ule d
a :=a - 1;
} X

return a;

}
{result=0}

assume(0>=a);
result := a;
assert(result=0)

[ Butits clearly not

corrvect. We change the
meaning of programs.

.




A Quick Recap

The while ]

, , {I Nistrue(bl)}C{I} rule (WHP)
[ Loop Livariant L{[} while(bl) C {I Nisfalse(bl)}

It says that
- if executing C once preserves the truth of |, then executing C
any number of times also preserves the truth of |

- after a while loop has terminated, the test must be false



Automated Verifier

{100<=a}
int example(int a)
{
hile(© :
el in<vaar‘)iant a>=0 {I A ZStTue(bl)}C{[}
{ {I} while(bl) C {I Nisfalse(bl)}
a :=a - 1;
}
return a;
}
{result=0}

( /7 I

1) Prove invariant

2) Use invariant to generate wilp
.
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{100<=a}
int example(int a)

{

assume(100<=a)

while(@ < a)
invariant a>=0

{ ) X

a :=a - 1;
) turn a: assume(0<a);
} return-a; a:=a-1
{result=0}

assume(0>=a);

result := a;
assert(result=0)



Automated Verifier

{100<=a}
int example(int a)
{
while(@ < a)
invariant a>=0

a :=a - 1;
}
return a;
}
{result=0}
(

{ )

We cawn use assert to

assume(100<=a)
assert(a>=0)

assume(0<a);
a:=a-1;
assert(a>=0)

assume(0>=a);
result := a;
assert(result=0)

check invariant before
_anadl after the Loop bodly.




Automated Verifier

assume(100<=a)

wlp(assume P> Q) =P — Q assert(a>=0)

{100<=a}
int example(int a)
{
while(@ < a)
invariant a>=0

{ ) X

assume(a>=0)

a :=a - 1;

} assume(0<a);
a:=a-1;

} return a; assert(a>=0)

{result=0}

assume(0>=a);
r result := a;

We can use assume to aslol assert(result=0)
LAVartant as premi,se.
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I ossume(100<=a)

assert(a>=0)

I N istrue(bl) JC{I} assume(a>=0)

{I} while(bl) C {I Nisfalse(bl)} X

assume(0<a);
a:=a-1;
assert(a>=0)

assume(0>=a);
result := a;
assert(result=0)

(There is problemt. According to
WHP, the CFG tntroduces extra
\Lw{ormat’ww to prove Lnvariant.
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I ossume(100<=a)

assert(a>=0)

I N istrue(bl) JC{I}

{I} while(bl) C'{I Nisfalse(bl)} X

assume(0<a);

a:=a-1;
assert(a>=0)

4 assume(0>=a);

wWe cannot direc’ch revove the result := a;
L, A assert(result=0)
conplition. But we can use havoc.
\_




Automated Verifier

To address loops, we need another new statement.
- havoc a: set a to an arbitrary value
- Variables updated in loop body are called loop targets

-  We need to havoc loop targets before loop. Otherwise, it is not a strict

proof of invariant

wip(havoc a, Q) = (VYv)Qlv/al
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{100<=a}
int example(int a)
{
while(@ < a)
invariant a>=0

{
a :=a - 1;
}
return a;
}
{result=0}

e

\.

what is the Loop target?

assume(100<=a)
assert(a>=0)

assume(a>=0)

assume(0<a);
a:=a-1;
assert(a>=0)

assume(0>=a);
result := a;
assert(result=0)
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{100<=a}
int example(int a)
{
while(@ < a)
invariant a>=0

{
a :=a - 1;
}
return a;
}
{result=0}

(

The Lloop target is a.
w everything is ready.
| Now every hing ts reany

assume(100<=a)
assert(a>=0)

havoc a;
assume(a>=0)

assume(0<a);
a:=a-1;
assert(a>=0)

assume(0>=a);
result := a;
assert(result=0)
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= wip(assume(0 > a); result := a; assert(result =0),T)
= wip(assume(0 > a); result := a,result = 0)
= wip(assume(0 > a),a = 0)

(0>a)—>a=0

assume(0<a);
a:=a-1;
assert(a>=0)

assume(0>=a);
result := a;
assert(result=0)
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assume(100<=a) Dy, =(0>a) >a=0
assert(a>=0)

Cor = wip(assume(0 < a);a :=a — 1;assert(a > 0),T)

);
= wl; 0 < =a—1,a>0
— wlp(assume( a);a:=a ya > 0)
assume(a>=0) = wip(assume(0 < a),(a — 1) > 0)
=0<a)—>(a—1)>0
assume(0<a);

a:=a-1;
assert(a>=0)

assume(0>=a);
result := a;
assert(result=0)




Automated Verifier
assert(a>=0)
assume(a>=0)

assume(0<a);
a:=a-1;
assert(a>=0)

Dy, =(0>a) >a=0
Cor=0<a)—(a—1)>0
B, = wip(havoc a;assume(a > 0),Cyr A D,y)

= wip(havoc a,(a > 0) = Cur. A D)
= (Vv)((a > 0) = C,. A D,y)|v/al

assume(0>=a);
result := a;
assert(result=0)

)
= (Y)((a>0) = ((0<a)—=>(a—1)>0)A((0>a) = a=0))[v/al
= (YW)((v>0) = ((0<v) = (v—1)>0)A((



Automated Verifier
assert(a>=0)
assume(a>=0)

assume(0<a);
a:=a-1;
assert(a>=0)

Dy, =(0>a) >a=0

Co,=0<a)—=(a—1)>0
=Yo)(v>0)—=((0<v) = (v—=1)>0)A((0>v) - v=0))

A, = wip(assume(100 < a); assert(a > 0), B,i)

sy

O

>
|

= wip(assume(100 < a), (a > 0) A B,}.)

assume(0>=a);
result := a;
assert(result=0)




Thanks & Questions
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