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RS ESHRRIZE

On-Premises laaS CaaS PaaS FaaS

Functions Functions Functions Functions Functions

Application Application Application Application Application

Runtime Runtime Runtime Runtime Runtime

Containers

Containers Containers Containers Containers

Operating System Operating System Operating System Operating System Operating System

Hardware Hardware Hardware Hardware

Hardware

B managed by you B managed by platiorm provider
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) FaaSHServerless

« FaaS: Function as a Service, ERZIBIIRSS
~- FAFIRMRE, miHRMsTNESE D
~ % BPRBEHTHOREAEER
- (ERBLIENIES S AR UN=EEL
— EWRS S5 E=T, MmAFMBHNITEERE, AITHEd

- T IRSSERE R : Serverless
— REEREET, #hEIRSZELHINITIERIZIE, <TEEEHEEREEA)
— %553 1BKIKEN, RERYE, R=E1TER
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) EREIBNARS RS =

e Workload§Fe
— FIRZE (stateless)
— BTHEAERERE (FPR)
- AN EEREEEIEIR
=1 NE]

- BITEE
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) Serverlessiz{ERAFHNITIAE?

- MBHAE: B
— Functionf{THY, IESHFE—EINL
— Functionfl{75, $HEREEIAL

- MBARANRS
- TTFE=EL,; LI—RETFvirtioBIMETXAH51:
« EHWIARZ: VFS > TCP/IPt% > W-<IX5)]
« BENNZ: VFS > OVS > WRIXE)
- BolERK, E1TEER
- RARRE: EMTSBEEINRZINEEESE
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) EERLIARRERIL?

« Windows ServerftiFZ 1 B R EITIZERmH
- ZPMAPTURESE—MNEER TR, RFEITARNIE

- RA: SPMAPZERV RS
- BN FTE P HERME— RS

. B RR BB S RAREAR?
- B TAPEHRNXGRRSIRE
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) F—IXEil: CHROOT

EBRBAFHITESHARRHARAT (IPADS@SJTU)
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) XHRFMEIIES

© ABMITHIRIRE SRR A RFRE

- [RIE
— UnixZZHRy "—HIee s eSS
- WFARPESFR, YEEFELEE

- ik
— EXEREFRRBE R, Blichroot

B BAFFHTE D HARAHARFT (IPADS@SITU)
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) Chrooti¥{ER
- EHEIEEEISIHIAILE: B R
- EHIEFERIREE =R
- HIEHGEIIRER TERIXH
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) Chroot[5IE

- HEREMIERATHEERXHE

- BERARNIEK T IRE RIS
© —EERANEIT

- WIZABNAFIER—MRERER

— BT SR MIZ AP ROIR B RFTAE
- Eidgir et AmE?

- BRI " EERSREMA?

- — MNP REEEARHEEFRIRE REATD?

B BAFFHTE D HARAHARFT (IPADS@SITU)
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) ChrootfELinuxHfYsCIR

. HIIREIRERTH .

- 8 5 T B

_ uifﬁij v j:j‘ﬁ}ﬂ%%— struct fs struct({
. EII\TCBEB;:EF:J_/I\rOOtai struct path root, pwd;

- — P RFELRISMNEFEchroot
struct task struct{

struct fs struct *fs;

s
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) IEfR{EAChroot

o FEEroottNRAEEZHIEEAR
— EBKEAchrootFo AR rootFHF

o ffi{RchrootBal
— {EHsetuidiBlR BRnAFEAYrootiX fR

chdir (“jail”);

chroot (“.”);
setulid (UID) ;

B BAFFHTE D HARAHARFT (IPADS@SITU)

// UID > 0

15



) EFName SpacehIpRl

- EEXHRSFEINname spaceRIRFEIAR

=

=

R

— WNERARFEEEITInodeifn, Najsed HEST IR E

— AR P EREAinodelsa) 34
. HEEHAIRIEA
— {5l

40: inode RETLAPRMHIFEF
SR

EERZEBREFHITESHRRAART (IPADS@SITU) 16




) ChrootREBRSEIMMIERIFEE?

- AENRITIMNREERSE—EXHEALT?
- SREIMEIRSHERETA?

— FIBHUTINERA—MPHEE, FTLATGER DTSR

- MITINMEEE oot PRIZEAT?
- 2RRE—MrootAF, FTARRHUTIREET 488

- A, EARBEITFSHERERE. ..
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)

LINUX CONTAINER

EBRBAFHITESHARRHARAT (IPADS@SJTU)
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) LinuX Container (LXC)

- BT aRnEEREICEE
— ELinuxAZIRBLR RIS HLE]

- Z2RE

— Linux namespace

R 5 1

— Linux cgroup

Nl TES2 B/EES B4
4 \N/~ N\l N\~ N\
: SQL Other
Nginx Server ERP APPs
G I\ 4 1 AN 4 | AN 4
Bins/Libs Bins/Libs Bins/Libs Bins/Libs

FHURERSE

PIERA REHARL

B BAFFHTE D HARAHARFT (IPADS@SITU)
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) Linux Namespace

- BHINSHE—XZRAIR
- HRERBENIEEEEEEREIR
- BRI—EABLMNS RAEMA
¢ i& Eﬁﬁgﬁﬁlﬂ;ﬁﬂi“Ns Linux

Namespace

[ setns ][ clone ][ unshare ] loctl

WRIFAPSRE

[ mnT [ uts ][ 1pc | PiD ][ NET [ User [ cgroup]

EERZEBREFHITESHRRAART (IPADS@SITU) 20



) 1. Mount Namespace

- BEsAIMEERHENHERS
— NRBHBREN T N EERRESRERA?
- [RRENIRERFZLIZT T —1 S8
— FHBRERGER N/ mntB R T Aextd AR F iEEEE
- BRsPHEE/MNBR NMES T — XSGR S
— FHEBRERR TR IEREYE

B BAFFHTE D HARAHARFT (IPADS@SITU)
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Mount NamespaceHJScIl

i i
_ ERRESBIERE NS T S |
R :
_ AN, EIRENEINSIE |
SEHH L
BANSHEMIZAI RGN

— FINSLIEN—HRNSHISI RS

- [ZBUERR RS RIREIB SNSRI
Aot

B BAFFHTE D HARAHARFT (IPADS@SITU) 22



) 2. IPC Namespace

- FRAEFREANHESERSEIPCHRELETA?

- RZBEAITSRATIB
— ATHEFERER “‘my_mem” HEREH{TEIEHLS
— BHHEMFERZA “my_mem” HERFHITIEES
— BRHEATSEWRIATHIZNEUE, SELBUNIIEIHE

EERZEBREFHITESHRRAART (IPADS@SITU) 23



) IPC NamespaceRJigit

- BiEEX
— ERZFRRIPCXIZRAY, Nh_EXTMNSEIIRES
— HEIREIPCYSRIRIZKFH MRS IIFRIEZYT SR

- A HERIIA)RE
— AJgERtiming side channelfa&
— T RENIPCHS R IThNE
- Bill—¥
—- BEINSEIENIPCITSHE—TLEIE

B BAFFHTE D HARAHARFT (IPADS@SITU)
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) IPC NamespaceRJsCifl

o (EBPMPCHREEEBF—INS
- BNSEMIERETFESHIPCYS
— HIERREMAINSHS R IPCHS:

- Efl
— IDIgAMYy_mem->AENHEZERZF

EERZEBREFHITESHRRAART (IPADS@SITU) 25



) 3. Network Namespace

- AENESREA—NPEREMTA?

- AP ERMERS S5
- PN SBIINBAF RRE—IPRERMSERSIER
- TR FRENEIZEME B KA AR
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) LinuxXIFZIPHISZIF

» EEEWNIAS TRER (VMO (UML)
- BNEPHE—MNP URE

192.168.2.2

e - 192.168.2.3
LIP@B_IE:l:U%\E E’\J@Z%lﬂ%i \) ﬁﬁ
— REB R EHAMBIRE

« br0: BRI [_ br0 B

. tap: FET[JM@%‘IQ% 192.168.2.1
ethO
- WIS EEnS?
s NIC
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) Network NamespaceHISEIR

- B/INSIHE—EMIZAIMNLE SR | 1192.168.2.1 Root NS,

— GFEIPHEE, MNEIRESE . 1192.168.2.2 NS 1' :192 168.23 NS 2'

1! |

. thO l

.+ FANSERARBE—/oopbackig !, o etho m :

Lmm = - _l Sy W9 !
- HRREFEESECSMINERIIA

|
| |
| |
. = : :
| |
_ Sl ethElRER . o ™
L ENANSETEEERR | L |
— HEIPEITHRISIINRIEE : ib0 ethO lo !
T las NIC
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) 4., PID Namespace

- BRHEEAREISRIMEEERNPIDREETA?

- BEAEAREAFE—NEEHIE
— RUHIE R SRR NAIEARIXSIGKILL(S
- IWLTA’E%@E‘JZE@@H%EPE’JIE%LE AR

B BAFFHTE D HARAHARFT (IPADS@SITU)
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) PID NamespaceRJigit

- BEEE
- BEINSHHHIENE—REE, ARINSHRYIHEHEERE

- FERIDE
QPR A K R AN AR
- BiE—S
- FIFRNSERIFNSHHE, REBRXFRR

B BAFFHTE D HARAHARFT (IPADS@SITU)
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) PID NamespaceRIJSEIl

- XINSPISMIYPIDRITERRIER
— SNEBREBRINEPIARR, RZUAHE

. EI5 i

(2 1 s
— FNSHESHEERNSHHEPID | 3 Yo \/
- FHEREEETIAFINSHIPID L ¥ S
— FNSHHHELEANREES - CANSIparent NS
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) 5. User Namespace

© BERAIMNEE— Moot BREAEMA?

- FEE—NEE

A PREEREARIREAY S rooti R

- EBERPENTRE TEAN RGNS SR
A S R R E R AHIERAS S
— AT R R SRR FIRSS
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) User NamespacefJSCI

root Mlng Root NSI
o  YNSAYMYUIDFIGI DB TIRET 0 1000 2999
- FESERAPTESSNEEESH __i__h___ﬁ__ _____ |
R rootiHong i [LVINS,
o HFLinux Capabilityﬂ‘ﬂ,ﬂ%ﬂ 0 :500 : 1499 :1999: I
— BEsArootFIFERRINRIN g ey gy .

- AREERF

- Ef
- EBERAPEFNSHErootFBF

/proc/PID/uid_map

/proc/PID/uid_map

0 500 1000

0 1000 2000
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) HifthNamespace

« 6, UTS Namespace

— BNSHBIHIIRYhosthnameEZFR

- EFOHENBRFRARE L2 1 S
« [/, Cgroup Namespace

— cgroupfsRYSCIN A ZFEE A FEEECcgrouptRER

- IBEREE: ERFERNIHEETIRMERTER

—~ HESRATRSIENE : BB cgroup iR B ki
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) Z=fl: DOCKER

EBRBAFHITESHARRHARAT (IPADS@SJTU)
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) Dockerfll=s

- Docker2ft4
- ETGolESXIIHFIRES =SB
— ERVIETLXCSLI
» Docker @& saI—Hhscil
— ISR T BESRYFERARRE
— DockerftBes £ R ERRER T EERMER

B BAFFHTE D HARAHARFT (IPADS@SITU)
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DockerAz 5

20106, dotCloud22BIpkiZ
— EIElI5 A Solomon Hykes&#2 1 25 /9Dockerf A EINERINE

2013838, DockerFFiE, EFLXCSCIR
2013fFE11H, Docker v0.74%0, SLXCEiS

libcontainer

2013fFEJk, dotCloud28)E & FADocker
20168E3H, Docker v1.11%&%, {EHrunCiziTHl

B BAFFHTE D HARAHARFT (IPADS@SITU)
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) FDockergmiFE ab 2UN{ICINAY

- RIEMUbuntuiss

— docker pull ubuntu

- IBEfTEARUbuNtuiER

— docker run -it --name mycontainer ubuntu bash

© RRUENRFINRE
— ST R ER

B BAFFHTE D HARAHARFT (IPADS@SITU)
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) FADockerfgiFElab 2 U{AISCIRAY

- B ARRRRRER

— docker commit mycontainer ipads/chcore_builder:v1.0
— ipadsEFANIIARF

— chcore_builder@IZ B8 RGBT

— V91.0RTNZIREAINRA

- HigIRZZE, EilEILIERERZERR

— docker run ipads/chcore_builder:v1.0

- —RE%, EbhEiT, TeERHARMERS, BIra8RRAA
REA—EmRAY SR
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) =Z2fll: SERVERLESSES

EBRBAFHITESHARRHARAT (IPADS@SJTU)
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) Google Cloud Functions

IFES Node.js, Python, Go

RIBAR/)NRE 100MB (BJ/E48) , 500MB (fR/E4S)
FHERHIIT 1000

BREIANTF 2048MB

PRECERAIATESIE] 9%

EERZEBREFHITESHRRAART (IPADS@SITU)
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) HIERERIN: Dune

©

JREHR

B, AEFEIFSRURE R TS

RS

1844 (non-root, ring 3)

Dunei#f&

DunefE EiEiHiE

f&{4(non-root, ring 0) F&{4(root, ring 3)

Dunef&ih

N1z
{4 (root, ring 0)

B BAFFHTE D HARAHARFT (IPADS@SITU)

42



) gVisor

+ BT GoEEXEMAIAFER%Z
- IRESEMIESYEREE

« SentryB&BR%, LIHEXZDRFVEE
. Goferilz tleL"T%{’E Application
T I — System calls -
| gVisor Sentry ¥ . Gofer ‘:
T systemcalls System calls ———
Hardware
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AWS Lambda

XIES
RABANRS)
FEIT
EATE
EHBAHYTAI

Node.js, Python, Ruby, Java, Go, C#, PowerShell
50MB (EE48) , 250MB (f#/E4E)

1000
128MBZIj3008MB, L \64MBJHitE
15554
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AWS Lambda

TR
1- exports.handler = (event, context, callback) => {
2 S FEiFEHello world!®"E R I,
3 callback(null, 'Hello world!');
48 13
ARERENRE

LEZ@ 8 Node js Lambda FRE, EEHENEREHETEY, REBEET T,

F—i#: Lambda R

EBRBAFHITESHARRHARAT (IPADS@SJTU)
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Lambdafi S E2514

=1 mmEk
- BUif
— BRI RFEE Kgworker
« Placement Worker&IE5
~ sl - — N TE
— TAEAREEIEFHITINE
° Worker Placement

- HIFETRHABHNTR

« Workerg&Hx
- SR AREREKSHworker
- HEUMBAIHITIMNG, NiLRiREREERERKALSX Mworker
. ESBEMBAIHITIANG, NEAPlacementiRE CIE— NI TINEG

Workers
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) RERLE

- RAE
— (FREMRRERAERRZERES
— (FHEEREEE— N REFPAAREREL
« AWS Firecracker

— AmazonFE—iRE R EIMIEITING
— 2018F12HAFR, RF#HATFLambdad =iz

B BAFFHTE D HARAHARFT (IPADS@SITU)
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) AWS Firecracker

FERELIN
- (REBTKVM, ZE£EITQEMU

- ZEELSENEE, RS TIETERARYEINGE
- BEII—1ERWNEFERE: S5MB
- BREIAE: JhF125ms
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AWS Firecracker

Firecracker
MicroVM n

Firecracker
MicroVM 2

| Guest |

Firecracker Firecracker
Orchestrator MicroVM 1

I Guest I

File
Block
Device

Host Zone

Network Bridge

host kernel space

host

r
&
5
[
>.|_
i
+
(=)
dIT
d\
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) ITIRIRERY ERERRE
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A

- MRFMIRIBSIGIRIEERR

C '-'5  450MB/s

EERZEBREFHITESHRRAART (IPADS@SITU)

MAX: 500MB/s
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) Control Cgroups (Cgroups)

+ Cgroups@Ef{t4

— LinuxR1Z (MLinux2.6.24FR) BE—FRIRRERIIHEE
* Cgroups®JLATA

~- BERESH

— NEASEFERNSHIIRR RH TIRHFI R
- BZLHBCgroups

— B cgroupfsBISE R AR M T PO

B BAFFHTE D HARAHARFT (IPADS@SITU)
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) CgroupsBIERARIE

- {£55 (task)
- 1=4l4H (cgroup)
o FERH (subsystem)

1

=% (hierarchy)

B BAFFHTE D HARAHARFT (IPADS@SITU)
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) (£ (Task)
« R —1Z&IE

— PRIMES task1FQtask?2

B BAFFHTE D HARAHARFT (IPADS@SITU)
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p $=#14H (Control Group)

* Cgroupsi#{T&EiFInIZFIPRHEIRIER(i
(EFSHES
— $=%4HcgrouplE Staskl
— 4I2Bcgroup2 Stask?
— FEH2Hcgroup3mtask1ftask22H L,

cgroupl cgroup2 cgroup3

EBRBAFHITESHARRHARAT (IPADS@SJTU)
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) FEH (Sub-system)

- AJLAIRERE PRSI E {E iz S B IR SRR AL B
LS

cpu cpuacct memory

B BAFFHTE D HARAHARFT (IPADS@SITU)
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) B2 (Hierarchy)

- HIEHHERRIRIIRESH
- B EHERREISF R AR

"type cgroup
cgroup /sys/fs/cgroup/systemd type cgroup (rw,nosuid,nodev,noexec,relatime,xattr,name=systemd)
cgroup /sys/fs/cgroup/net_cls,net_prio type cgroup (rw,nosuid,nodev,noexec,relatime,net_cls,net_prio)
cgroup /sys/fs/cgroup/devices type cgroup (rw,nosuid,nodev,noexec,relatime,devices)
cgroup /sys/fs/cgroup/cpu,cpuacct type cgroup (rw,nosuid,nodev,noexec,relatime,cpu,cpuacct)
cgroup /sys/fs/cgroup/freezer type cgroup (rw,nosuid,nodev,noexec,relatime,freezer)
cgroup /sys/fs/cgroup/blkio type cgroup (rw,nosuid,nodev,noexec,relatime,blkio)

cgroup /sys/fs/cgroup/pids type cgroup (rw,nosuid,nodev,noexec,relatime,pids)

cgroup /sys/fs/cgroup/hugetlb type cgroup (rw,nosuid,nodev,noexec,relatime,hugetlb)
cgroup /sys/fs/cgroup/cpuset type cgroup (rw,nosuid,nodev,noexec,relatime,cpuset)

cgroup /sys/fs/cgroup/rdma type cgroup (rw,nosuid,nodev,noexec,relatime,rdma)

cgroup /sys/fs/cgroup/memory type cgroup (rw,nosuid,nodev,noexec,relatime,memory)

cgroup /sys/fs/cgroup/perf_event type cgroup (rw,nosuid,nodev,noexec,relatime,perf_event)

EBRBEBRFHITSHHINEFHARA (IPADS@SJTU)



) FRIEFIHEE

- &KIE
- BERRE— M EHEREERYIERRIIEAKE, Hlan:
- REFES: REHEERALIGBARE
- FlEFERSE: &KBE(EAR100MB/sHIRLERIO

B BAFFHTE D HARAHARFT (IPADS@SITU)
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i

RiFfEHIRE

- MRFMIRIBSIGIRIEERR

EEMAR,
St AFAEE

500MB/s

250MB/s

MAX: 250MB/s % o —2Es
w

MAX: 250MB/s a — —
- 250MB/s

EBRBAFHITESHARRHARAT (IPADS@SJTU)
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) FRIEFIHEE

- &KIE
- BERRE— M EHEREERYIERRIIEAKE, Hlan:
- REFES: REHEERALIGBARE
- FiEFRSE: &KBE(EA100MB/sHIRLEIO

41
- REAEEHBERE—IERRRISEIRSELECGI, B1an:
- FEFERES: WP EHERRL I ER#EEIORIR
- CPUFRSGE: MM EHIEZEMR2: 1REEHIfERCPURTIE
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) i

R HIRE

- MRFMIRIBSIGIRIEERR

Weight: 500 ﬂ %
w

Weight: 500 A aas —
J °c’ 250MB/s

EBRBAFHITESHARRHARAT (IPADS@SJTU)

MAX: 500MB/s
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) WA ESS[EREFH TSI FPRS]

* Cgroups#Tii=HIRFIRIBAEMTA?
— A
- WIEE—MEHIEER T S IEER?
- IR S R R R RIS
- W{AIRRBI—{MEFIE
— (AT R R R BITIX RA
- EEMISERIERERR, BERMENERIKISHEARS
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) CPUFES

« [BIECFS (RE£LFEE=RS)
—- AATMESEE— "NEE"
- "NEE" WE T ARES GREIRERIELA
« CPUFRFAVFAARRBZEFIZAIZTECPURIRIRIELHI
— EEFFCFSREILIZLLA o FehI SR hItREY
— PEFIRIRENE: Fcpu.sharesSXFHEANNEE (FA1A1024)
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) AEFER
. W R

— FHpage_counteris=E MEHIBER T S O0REF

- BR#=FIBEANAE

— BiTERmemory.limit_in_bytesX 4R EIRHIBRARNFERS

B BAFFHTE D HARAHARFT (IPADS@SITU)
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) REFRR

« LinuxpEieREExREchargeAFXNHIAEF
— RBchargefill, AREDERTF

« ChargePIERIBMEACES (KIVAnr_pages)

new = atomic long add return (nr_pages, &page counter->usage);
if (new > page_ counter->max) {

atomic_ long sub (nr_pages, &page counter->usage);

goto failed;
}

- BRERSMITERRIuNchargel®lE

B BAFFHTE D HARAHARFT (IPADS@SITU)
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) FEFFRF (blkio)

- BRHIERAXKIOPS/BPS

— blkio.throttle.read _bps_device fREINSERIGEANE e
— blkio.throttle.read_iops_device [REIXHE IS HZIBTFITZIREL
— blkio.throttle.write_bps_device PREIFNERITENErrin
— blkio.throttle.write_iops_device PREIXHERIZZHIFHLEIRNEL

« IRTEMNE (weight)
— blkio.weight iZ3zHIHAINE(E
— blkio.weight_device JE IS FZEEIMAINEE

EI#

El}

EERZEBREFHITESHRRAART (IPADS@SITU) 76



) [EIFELinuxFRIEiEH:

. (REIEIREIELIXFFhERS?
. N RIFIE
- BEARHMRE
- RIS RIHR i
— =M IOEEEIERTIOBR exta | [ xFs | [F2rs
— OTEKIEERIUR: struct bio P o
- IOIRER U:%E
L e \ R
— GEBIOIBRK (bio) HITEHINEE ‘
B | MR | | ERSEEE | -

— EFTIIO1ERE
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) |RAIOPS/BPSBRH#I (blkio.throttle)

- LM FEARINRE
- IBRIHRIEHEE K HANOHEFIA/N
— Z#FTHbioRIRRY, Flro AT X bio faEEEid PR
« HAREERE, WEBX1bion&kLEII01EERS
- HAERT, NItEESFHE, FAEEAEX bio
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) LGS ES/OFEER

- BEFREX/FIORESE (CFQ) £
— K{FCFSAERS
- BMIREARI RN —EEERAS (CFQBAS)
— B CFQRASIRIN ME—HIBI/OFRAVLAZ
— CFQEIAXICFQIAFIIHATRE

- CFORYHIAE
— E—=HERCFQRAFIEFE—CFQ_GROUP
— CFQEENCFQ GROUPHITIAE
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) LGS ES/OFEER
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