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Rt F=HP

ARBRNE LEREXFHITESBARRHAREATE
FEREA LIS EEEERD ARERERTIFE AR

EREEFEEEEREED ARESHE EIEER

- RWNBEXRE . EBRBEBAFHITE A RERARA+IIRIEE
YFAETFIFEIHEEEME A FEHTIASE | BIKEAFREIEFRN
ARSI A HHEE Creative Commons Attribution 4.0 License
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- RIERFEXRHZRAERZF
* WARHEERFHITRIR

- HEERIR R AIBEL

- WRRBERENFIGE
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) At AEERHES

- ELFZEBUG , BIIEFRIERERITA

- BEFI6EE
— U B TR I EPIAS
- KR RHEHRE

— BINMESERIERTS
- EHIRER

*  LALinux#¥1GDBABINM BRI ERFAUMTIRER N INEE
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$ $ e LY
) FikEs - BIEI R
» LinuxBYiRi3ZIF : ptraceRFRA
— GDBEMIFEIHIEGXX
1. FHFRIBEIIPTRACE TRACEMEZEIZINATLE RQIHFE

2. EIIPTRACE ATTACHIERfEEpidaiHFE
— WA IR R PR EIRIE

Al (e
1 int main() {

2 vo}atile e 2 = 5, vs —;F'-,;%*'] . jﬁ?}@ UL#*Elﬁ’/\%aBE
bl GOBHSIEM TR L

Program received signal SIGFPE, Arithmetic exception.
in main () at 14

FH TS SR ST (IPADS@SJTU )



GDBif{EF=ESiii=

GDB HEITUHTE
waitpid
SR PR
b=0/0

BRFERFEANZ
=4 SIGFPE signal

=4 signalfiEX1GDB

< v

PTRACE_GETSIGINFO
SRR Esignal
PTRACE_GETREGS

SRR HFER Pt

Program received signal SIGFPE, Arithmetic exception.

in main () at 14

v

EEREBAZEFITEDHRESHARFT (IPADS@SITU) 7



) GDBiHiERFEESiiE

GDB TR
PTRACE_CONT
AR AR T .
FiF \SIGFPE signal YrERIT] T
JF=SIGFPE signalZbFREREL
A Y \ J‘& niE
4 ENREL =Bl

Program received signal SIGFPE, Arithmetic exception.
in main () at 14

vz e N 4 b=a/ a;

B waitpidiR[E){E (adb) /

?fﬂﬂi%n‘zlj},? Continuing.

Program terminated with signal SIGFPE. Arithmetic exception.
VBN The program no longer exists.




) RidEE - BoERRR

- BR2: FLLEEE’T | BUMRHERS
— RIESIGINTE#HE
— BT © TEH TR RIS SRR IEEST

" =T, div.
¢ Elﬂﬁﬁﬁ'—iﬁﬁc 11\'1/ni main() {

,— W volatile int a = 5, b;
- MmLTEafYBEEER 0 228

d;
a = an/E

}

return 0;

FERBEBREHFITS,HEGSHARET (IPADS@SJTU )



) BRI SZIS

- BhEES
— ENTRNSEIESHE |, AN RERARK
— x86/Yint 31545 , AARCH64HIBKPIES

- BRI
- EFRERAPSHIT SIS BZAIBA R

— B S 17 E . x86/YTrap Flag , AARCH64H/YSoftware
Step

FERBEBREHFITS,HEGSHARET (IPADS@SJTU )
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) GDBECERT AR =&

GDB

YT

PTRACE_ POKETEXT

8 -
while (1) {

IEUOHTEIB RIS S

> Roiistisa
a=al2;

PATEIRT R, fARTRR

v

WrmEftA
ERRATE |

F=4Esignal/5i@X1GDB F=4ESIGTRAP signal
<

EBRBEBREAFITEDHXESHARET (IPADS@SITU )
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) GDBEFRREIETT

GDB W HTE
13 :
while (1
PTRACE_POKETEXT ,IT(;):,?
o EMEAREES a=al2
Eﬁ?gé\ N =r = ‘2\12:}:,\—/—
PTRACE_SINGLESTEP BAC BT EES T | stsb = 8/ a—sins =
YIRS N RS TR T R I =a/ a3 Ia~/n
=R, IREIGDB i B S
13 :
PTRACE_POKETEXT while (1) {
i e ERIEBOHRCD AR AIE S * B
PRETHT s a=al2;
PTRACE_CONT WETTIT S
EANH RS LS T !l 1
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) FiHES - BRERFRR

. BR3: ERERRREERIHET

- RFE=R
- R SFREHE HITET , WREBHO

gitviic

1 int main() { EEFwatch adp<$ /5

2 volatile int a = 5, b; GDBEERapY EH5E A2
while (1) {

b=a Hardware watchpoint 2: a

"
3

/
a =t o/

}

return 0;

0ld value =
New value =
main () at

5
2
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) ITFER AR SZHS

« NaiveIEIR

— BAFEMIFERIR IR AE

— aIalRYfE A page fault

— RR : NZFEEERFI1YS5Epage fault , HEERE
- B SEES

— FEMIE NS FSPRYER |, fARTREE

B RER TS REREGFHRFT (IPADS@SITU )
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) B STreR

- x86ETRETFeR
- PRI S TR R E R AR R

_ ERMERE w772 [DRo | DR1| DR2 | DR3
. HIES ( PR
. RS ORI
CiESHtt (WS ) VEdEsiEEE | DR7

- GDBEiE#HIAi N A= S1Fa

— JBIYPTRACE_POKEUSERIZ S
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) =R

GDB
el

RSP | coB i
= stub i
Bt

. GDBEFIKABIECRI
— GDBimifE1711Y ( GDB Remote Serial Protocol , RSP )
- BUBEO%. MEFEEERETES

- GDB stub f&

e

EERBERFHITERHARAHARAT (IPADS@SITU )
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)

MERFRRIEINRESZ IS
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) RERFRABERNEMGE

- R R AR
— RZBRERFURALE PSRN
— FEHRRIARR , aNSMERIREE. TR

.
— REfUNL - SRR, IR PIRALGDB stub

— FAPZAEERL : 540 User-mode Linux , ZRSFE{HAEA9SCI |, &
Linux Rz A S BIAFEA A TS T

- RZBBEIAYRAIES
— BERZRZRSCINGDB stub |, #LinuxfKGDB

FERBEBREHFITS,HEGSHARET (IPADS@SJTU )
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) Z26 : QEMURYGDBZIS

- St B @HIEILL
— ANEEHEMSEREISET (WsignalflR S HIRE: )
— ptracefBxEOZ R EIY EEEO

- WIRFESHPTRACE_POKETEXTE IR A EIFIEE I ATE
( {BizhypervisorBE EEAIRIEMATE )

- ¥k
— FEETIE PRI ERGREREREIIIRE
— MTRIESRN

» SSIDEREBE BT RIE S TR

FERBEBREHFITS,HEGSHARET (IPADS@SJTU )
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) 225 : QEMU GDBRIBRS 2%

T A

L2 BB NE~EM R E R , BHEM

LSIRATS: QEMUF TR 25 R REIUH LR =

1. iR &R

B &siiE
] #%im

R AR

3. iR T FE

I

LE®RNInt 3
- QEMU | gdbstub
.
2. 18RB35
SERH

v Exception
KVM EEEEE BN bitmap

FERBEBREHFITS,HEGSHARET (IPADS@SJTU )

4. HFNgemuig

E W =N Pz

17, BERELAL
RSB = MER1T5

v 5 EATFETRE
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) Ersais StEXIRRR

- ([ERESESERMERFREINPIEE
- DS EEE BITRIg S HEH RN

- BERTGE - BT S
- IEHNIS T RE eI TRl
— TR RN L BB(E R i

FERBEBREHFITS,HEGSHARET (IPADS@SJTU )

21



1%

£

B
6

153

i
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) At ARZE LGRS
. EFEVREIEIER , (BILERATIEER
.+ SRR
— FEFETRIRER D CREFERTRIK

— BRER D RERERSRFRK
- BHEIESREKEXREEIRFN
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) SCERIEEERITEER
« 93ffr hackbench it BHIAITRIRYEEERRZR

— Hackbench: Linux Test Project FRRYIEE NN < —
- ZNMHIEBEERsocketiZEEIH{ TR

- SR IBERERITRFEIRIKAIRE
— Naive : TERTAEADRE/R CEABRERATIE) , SEvHAdia) b cayEp

VAN
JJ

- REENRZARE , FiTES , BRI
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) BT ERES

- BIFERFMTEREPLERR ER LS HRIRE

- e.g., TUTIESHE | SREFRKIRE

- (EABE1: RAVEHREIRE

L e — NP SMkAHB \5'& ¥ . :
_REEMRE | SRy R
- —EREEEEEITEES B Cca:

- APSEISEIE B RS FFIEE

— ERZFEED T hackbench E8EfRIU T A=

THEES0  THEkEE

bA\I
A~

L3 FHsk

2333

1314

FERBEBREHFITS,HEGSHARET (IPADS@SJTU )

T, BXAK

THE4E8n

ToR
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) TEMTERES - R

- EEEHTEHRS
- B ATRES RS RE RIS (I )

g G

s

THEE0 e
- {EHBE2: Kif wimme| mon |Lemms|
- REEMEE R
— MBS | PRl TSRS | Oxff.. fff 1314 |
. fErER MBS |
- EEIEER | ST R PR

— %HT hackbench t4EE#REIN | BT —rEcyclefitA—x el , 5t

TTeRUTET S Sttt | WUERIX Sttt A T LR

FERBEBREHFITS,HEGSHARET (IPADS@SJTU )
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Linux 4 BE1TEIsa RIF3ZIF

- [HEEtEXSHY perf events
— LleventiUHISREEMEEITEES ( UAN—EHEMEREHGE)
— perf_event_openiBXIRNZHEE(F AL LS
—- I RERWZTER
- XEERMNAZSAPSEERNEY |, BMEERKEREER
ATRYFFEE
- Blig LBperf
— E¥=({FFperf eventstBR R AR B{HARE S
— perf LEBEENIIMRED T EIE

FERBEBREHFITS,HEGSHARET (IPADS@SJTU ) 27



) FKEESHrhackbench
o« ¥ cycleZNiH{TREE

— perf record -e cycles hackbench FREM N REE =
— perf report 1. socketiEE HFSEHE

IR BIRYSRAFIREL Wihieventity 2. RGERTER LTI

Samples: 53K of event 'cycles', Event count (approx.): 39862780526
Overhead Command Shared Object Symbol
hackbench [kernel.vmlinux] [k] syscall return_via sysret
hackbench [kernel.vmlinux] [k] entry SYSCALL 64

hackbench [kernel.vmlinux] [k] copy_user_enhanced fast string
hackbench [kernel.vmlinux] |k] unix_stream_read _generic
hackbench [kernel.vmlinux] [k] __check object size

hackbench [kernel.vmlinux] [k] _raw_spin_lock irgsave

FEREBREAFITSHAEFSHARAT (IPADS@SJTU ) 28



) BFhErRENRR

- FREREIIER(S B AYERPE
— REERENAYE < Mt AR
- FTAIXEERTE , CPUKEIRRFATHITESHBLE | SFEXER
IESHIERTREFTE(RTE ( skid )
- BT
— FRRFRT T AR ST B AR ER
* e.g., BIFRKET , X AYATFHEESRA
- SEFEIRRIREFSISHE
- ¥ RHHS EREER
- BEBEEE IZRIER

FERBEBREHFITS,HEGSHARET (IPADS@SJTU ) 29



) TSRS ST

51uNx86HIPEBS (Processor/Precise Event Based

Sampling)
IA32_DS_AREA MSR_PEBS_DATA_CFG
BTSHEX(EE / PEBS 121 l&*”‘ai"‘m
- EAER
PEBSEMIL PEBS i2&m (5L 1hilk, TCSE) .
wpizsl o — \ REBEER iR EREICR
. GhEiit, EEREZ) | BEERNA
PURERS| — o =
PEBSZ R Eithilt N EEREEFSRE
/ '
N
IEENFXIHAET
FHERFEER

EBRBEBREAFITEDHXESHARET (IPADS@SITU ) 30



) TSRS ST

- BEVERBIEIREED R hackbench

— perf record -e cycles:ppp hackbench
- FESEVEN | BIEESHIERT | $%cycledCRFBRT |
H R R T R A TS
- (IR EEEREERE
- REMERERFTESR M (EFREK. BHEETRNISN ) BI8<S it
- BERTIESHIMIMIEMREER
. e.g., SRENEFRSHbL : perf mem record

FERBEBREHFITS,HEGSHARET (IPADS@SJTU ) 31



) 1EHITRIE

- PR— : REMEREGH T BIKMTRIE - X Vv
- SPRZ . RERWMAAITEIZERERY ?

AR 7% ERER ?

Samples: 53K of event 'cycles', Event count (approx.): 39862780526
Overhead Command Shared Object Symbol
hackbench [kernel.vmlinux] [k] syscall return_via sysret
hackbench [kernel.vmlinux] [k] entry SYSCALL_64

hackbench [kernel.vmlinux] [k] copy user_enhanced fast string
hackbench [kernel.vmlinux] [k] unix_stream_read generic
hackbench [kernel.vmlinux] [k] __check object size

hackbench [kernel.vmlinux] [k] _raw_spin_lock _irgsave

B RERFITES R ERGEARFT (IPADS@SITU ) 32



) =B

EFEA#FM?:*“ IbLE'T
— backtrace : tRIEVEFRi%BBREN L EEHE

TR

ret addr

saved FP

— JRIEZRSUCRIBEABRIRISE RS
- /\ﬁgi_fib&k&ﬂﬁﬁ

ret addr

bli}_‘_ XT.I-J mp. ':F' e E'IEQEI’J}&%J UII.;X“./J

saved FP

ret addr

HBIFP —

saved FP

FERBEBREHFITS,HEGSHARET (IPADS@SJTU )
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) IEFIRIEER
- BT HRERR
— iICRjmp. call, FEFSBEENRIGEME  WEEEEFIR
— e.g., Last Branch Record (Intel)

FTAYSR B

- MEFFERDBIMR

SR %

% | ICRRIENRBEERER

B Attt

—>

MSR_LASTBRANCH_O_FROM_IP

MSR_LASTBRANCH_O_TO_IP

<— FTRY B RYthiE

MSR_LASTBRANCH_1_FROM_IP

MSR_LASTBRANCH_1_TO_IP

.

MSR_LASTBRANCH_2_FROM_IP

MSR_LASTBRANCH_2_TO_IP

AVAVA

¥

MSR_LASTBRANCH_N_FROM_IP

MSR_LASTBRANCH_N_TO_IP

WARLVAV

FERBEBREHFITS,HEGSHARET (IPADS@SJTU )
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1Effhackbenchiz=lift
ST perfRIE RO RS IRk

— perf record -e cycles -g hackbench

— perf report

- 32.74% vfs_read
- 30.53% new_sync_read
- 29.41% sock_read_iter
- 28.14% unix_stream_recvmsg
- 27.58% unix_stream _read generic

- 9.90% unix_stream_read actor
- skb_copy _datagram_iter
__skb_datagram_iter

- 5.50% _copy_to_iter
- 5.15% copyout

copy_user_enhanced_fast_string

LEBRBEBREFAHITELHXEFHARAT (IPADS@SITU )

HE 7y —55518)
COpYy_user XXX

AMCRDESE

Hvfs readSZE



) EFHITIER

- BR— : REMLRE G T RIKHITRIE - RiE Vv
- SR HERITHRITEIZERERY - =HiRIRE Vv

- TR= . IBRERITAH , A4S XHIEARXR
— hackbench - AkERTENEsocketiEE |, 5 EIENIEGZ A
— YERREENRL , hackbench 2EXJEERE~% 7 BiZE

- BERAESERIEXAIREEE

HEREAEFITESHRERESHATET (IPADS@SITU ) 36



) FSIEIRAE

- EBRESRFHSHRIREERGE
- ERARRTIE - FTED

- X BNRAPFRERFFSHIRERERE
— FTEDRJREIERKIERETTEH
— TRAEHTHECKAEI , KBRS VA= ERe T H

* e.g., Linux BY Tracepoint

FERBEBREHFITS,HEGSHARET (IPADS@SJTU )
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) BSIBIRAE

LA hackbench A5l , 9{a] 7 iR IENiRER
— STTAEE—MEINEXK , BltLinuxF#ZIE_ schedulefREH R

B J Tracepoint
static void _ sched notrace _ schedule(bool preempt)
{
il%.(likely(prev = next)) { }EEFIIU\}_\_}EELL?REWQEQ
N trace_sched_ switch_enabled
trace_sched switch(preempt, prev, next); jif"E IJTracepointa:F%

if (unlikely(trace_sched_switch_enabled))

JERRFIENTT &
TRIFEERY }

BB AEF TS SRR SHIAT (IPADS@SJTU ) 38




) trhackbenchrhZ: 21k

« Tracepiont{EAperf eventE{HF

— perf record -e sched:sched switch hackbench
— {F/9EENNA , hackbenchffistfitg 7 KEEE
- R TREERIEHER. pid. UEHKEFER

Samples: 132K of event 'sched:sched switch', Event count (approx.): 132159

Overhead Trace output
0.10% prev_comm=hackbench prev_pi1d=3157715 prev_prio=120 prev_state=S ==> next_comm=hackbench next_pi1d=3157718 next_prio=120
0.09% prev_comm=hackbench prev_pi1d=3157725 prev_prio=120 prev_state=S ==> next_comm=hackbench next_pi1d=3157728 next_prio=120

0.09% prev_comm=hackbench prev_pi1d=3157718 prev_prio=120 prev_state=S ==> next_comm=hackbench next_ pi1d=3157720 next_prio=120
0.09% prev_comm=hackbench prev_pi1d=3157726 prev_prio=120 prev_state=S ==> next_comm=sh next_pi1d=3157764 next_prio=120
0.09% prev_comm=hackbench prev_pid=3157731 prev_prio=120 prev_state=S ==> next_comm=swapper/5 next_pid=0 next_prio=120




) EEEERAE

¢ gﬁlL&L.ﬂFJS?iﬁﬁkﬁ%
- BRBHFSEXNBRGREREEENRS. ahaR %

— Hackbench/ , EXIsocketiSHEFRERTIRIC RN

- 30.53%1ew_sync_read

EZ(E%E B+ Bz - 29.41% sock_read_iter
* Ey&yﬁiiﬁkviﬁﬁg - 28.14% unix_stream _recvms
- 27.58% unix_stream_rea
- VfS read zﬁfﬁggﬁﬁé}-ﬁacepomt - 9.90% unix_stream_r

SHiE
— ERFIEITH , EARENIRBAEEN—RINSIEEaEERERE]
— e.g., Linux kprobe , SIS THrEia

LEBRBEBREFAHITELHXEFHARAT (IPADS@SITU ) 40



) LinuxE)ZSiEERT T iZkprobe

- (ERER SRR RIERIZSHEA S

- e.g., Ec&handlertREEIIT 182 ZRIHAAT

%iﬂgg ®iEhandler
go1 OERNAES  jgs /@ - b
ca g o o BRY2 i OisiES LA
o e OEFRBW HIES
=94 5¢ 4 R EEET

FERBEBREHFITS,HEGSHARET (IPADS@SJTU ) 41



S frhackbench&UEiES K1)

- {3 kprobe $£3% hackbench HEy;

FES A

— B#r : $kEvfs read &R E FRT countdg /)N

ssize t vfs read(struct file *file, char _ user *buf,(size t count,)loff_t *pos)

— J3i% : fEvfs_readiiTEIFEAFTENcount{EAYEREY

— TENXprobera

» perf probe --add 'vfs_read count=%dx:u64

f f

E X probeiiE x86_FE =S¥\ Frdxh , K/J\964bit

HEREAEFITESHRERESHATET (IPADS@SITU ) 42



) Strhackbench#EiES A/

- {#

H kprobe #£%% hackbench HZ§:

FTE X BVkprobe FA{E operf eventéiF

FES A

— perf record -e probe:vfs read hackbench

Samples: 262K of event 'probe:vfs read'
Overhead Trace output

(FFFfffff902a0700) count=100 =1 39100bvt
(FFFFFFFF902a0700) count=1 FRIRIELIE K79 100by

(FFFFFFFF902a0700) count=68 {BRERE

=REINRE S ggzg
I

(FFFFFFFF90220700) count=32 [ESIMAUSEEER R ICIIa AN

(ffffffff902a0700) count=784

(ffffffff902a0700) count=832

BB XFERITESHESARAT (IPADS@SJTU ) 43



)

MR EFRUFGE
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) Wit BRY

- IEERIREIER1E
- BFESIE
- MRERESE
- Bl
- WA IR TR RO AT
- BRGNS ETE
- (EERLIRHG , Y ERGIIERATIMAE

FERBEBREHFITS,HEGSHARET (IPADS@SJTU )
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) IRERANRAERSGESFEN

- (R : YT RIE(EERIRREE ?
+ WEHHRENERX - JWHRNR PR ERERE S E e
— FeXIRDIREESYEIEN T« BTl
» LIRRIE S TUH TN, © BREETDRERRIRALE

N5 IES=]7a0 for each in_hlist(iter, hnode, &head) {

HERTTRAVTIA i

printf("traverse: %d %p->%p\n", iter->value,

. o — iter, iter->hnode.next);
gﬁlIEHEPE:/I\Tﬂg mu_check(iter->value == data[i].value);

& 9TRERRYE

B RERITE SR EFHRFT (IPADS@SITU ) 46



) IRERANRAERSGESFEN

o MRHREBENEX
— ESTIRA : LARRENERIDBERRIR ORI i,
 ChCore : BImENFEE. AESFER , EEFETHIZE
T
* Linux : KUNIT , {¥4miEaEo B , EUMLRTIC NET
— ByollidserkEi i TERGI
— SR - BARI IhEERERGE M
* ChCore : TEIPENIZFFEITHEPSNA , JIME. XEHRS.
B RIEEH

FERBEBREHFITS,HEGSHARET (IPADS@SJTU ) A7



) IRERANRAERSGESFEN

- KEEiEAH , RERIAFHENZESSIABUG
— FE4EBUGHIEE
- HYMENEERE
- KIBMESARBREIVEE

~ B
.« IMUERTDERED BETIR | EMEZIE 1S3 T
X5

 ChCore : &)X {i3#pushZlimim , ARRIBE&FHEZR , #<
Z1 T REAY M

FERBEBREHFITS,HEGSHARET (IPADS@SJTU ) 48



) FEEEM

- [ERE2: MATTRFEIRMERFEIBSITEAREMHFES |, 325
BHRARRA ?

o XA REERHIETHREST
— ChCore : 2N EENMLXx86 , EHMEAARCH64 , EHC
AARCH64tE (4 1ERBIT T

— Linux : kernelcil@UELinux{EZ XA EE G _ERER T EANTIL

FERBEBREHFITS,HEGSHARET (IPADS@SJTU ) 49



Tree

mainline

rt-stable

android

android

andrnid

BT FEZACABES

AN Y] All:l:ll n %:H:":'
MEeHiER
Branch Latest Build Status Latest Test Results Date
master € 153 6 o (948 2020-06-07
v4.9-rt € 158 2 o € 277 o 8o 2020-06-06
android-4.14-stable g 105 o o G 327 0o 104 2020-06-06
android-4.19-g-release €D 104 0 o € 524 1 16 2020-06-06
andrnid-4 A-n-ralaaca [ 10n T 1 n £TM o= n 24 2NIN_NA_NR

T Lab «lab-baylibre» (475 — 463/3/9)

—=1/\ z

M I=1ps) at91-sama5d4_xplained samas_defconfig - arm - gcc-8
=3[/ £ bem2837-rpi-3-b defconfig - armé4 - gcc-8
AEFE s

|5 Status

LM< J< <

meson-gxm-khadas-vim2 defconfig+CONFIG_RANDOMIZE _BASE=y - arm64 - gcc-8

HINFERIS M EENIINECE

AEECE —

B RER TS REREGFHRFT (IPADS@SITU )
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https://kernelci.org/

) FEEEM

- M@ EEEREME
- ARFEYE  BIERFGARENETEEEI TERERIN A
- FEEBEFRGFENERESE RO
 AEHXILinuxH RHIN FIBEIEERB EAR S Linux R ThR
- BESXRINE
 YLinuxB =t FHS (Filesystem Hierarchy Standard)
 YNAPI i POSIX (Portable Operating System Interface)
— FEXITREH T
» {§5F3 POSIX Test Suite 3&iIE POSIX #OFFSHnE

FERBEBREHFITS,HEGSHARET (IPADS@SJTU )
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=2 N
) FEE 1M
- Miim LeeE TSN
— 225 : POSIX Test Suite I&F fork EHOEB/HFSINE
forkilizt B =EPo 34 , TFIS Iz

4-1.c¢ 22-1.c
3-1.c¢ 2-1.c

messcat _src.txt 9-1.c 7-1.c
assertions.xml 8-1.c 6-1.c

fork Ay Iz FRe

<assertion id="3" tag="ref:XSH6TC2:12994:12995"> NN
The new process' ID does not match any existing 4-1 .C ;mu1ﬁ757£
process or group ID.
</assertion> :
N s * .
<assertion id="4" tag="ref:XSH6TC2:12996:12997"> i;ifd:ﬂﬂ“}it " g c;eaie.: Gl t D 1
The parent process ID (ppid) of the child process > = CIEES L Pl Plrefe=s: e

* The steps are:

is the process ID (pid) of the parent process * the PID of its parent.

(caller of fork()).
</assertion>

* The test fails i1f the IDs differ.
EERBAZFHITEDHRESARFT (IPADS@SITU) 52




) RERFREN

- [ARE3: WASSIERIFRFRITSENE ?

- EATIRIERRIRT , BERFRIBINR MR ERAIIERIET
- FEJiR

- [EEGMEERE. WTF. IOFRRERR

~ REITRIAR

— RESTERME (KAL)
- ESURIRABERE

- RMEABHNSEERES

FERBEBREHFITS,HEGSHARET (IPADS@SJTU )
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) [EHNEKZ=E : syzkalleri&#iginliz

o 1EHEM ( fuzzing )
— NERERRMIEXEMEYEFRERFIT
— RRAESHBE T |, BiERe B R E S
o« (BRI ZHSEIRAME
- KREMARBEETE—FME , RIBHITIREER
- ETTR ( mutation ) FISERERL
- EEESEEM LB
write (stdout, buf, 1001)
write (stdout, buf, 1ooo<
write (stdout, buf + 1, 1000)
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) [EHNEKZ=E : syzkalleri&#iginliz

- &AM ( fuzzing )
- ETZ5H ( mutation ) FIZEER
o B MM EE INFHRBEEE
— IEFEFRIBESIEAN | (ERFRIIEMNSE
— EFa B E ST =
write (stdout, buf, 1001) T iE=

write (stdout, buf, 1000) —» write (stdout, buf + 1, 1000) 7oHTCASET=

$‘ write (-1, buf , 1000) BFHlREEE , HhETR

LT R FF
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) EFIMXZRGI : syzkallertStiiinlizt

TERHEE:
. SAEBIEGRMERGE | copun”
- SEFTIARE ny | RecImEHEE
- RBWUSERER . o
© RGTER g : N
« XS ﬁﬁﬁ*ﬁma syz-fuzzer BN Syz-executor R
- WERBEERRER | rmERES AU
o %’-h:l*:l'E /sys/kernel/debug/kcov ‘
Y N )
RN
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) ERET

- [ERE4: WIESECRAFERTEHECE T IEEERIT
— 18N

- EEFESIERNNER
- BIREMRATIEREEIR (WIEILE , RS )
- BEIEAESR (A RFEES R ERIREER )
- BENERHER RIS LR
- EXRESFERLRS , BREFY

FERBEBREHFITS,HEGSHARET (IPADS@SJTU )
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) ERET

- EHEXES

- LUSTH RS 9

- PHERE  HRFEE BB (ATRE  F)

- FEHERE | EARAES

- EfTXER : WIRE | BRERE | THE SRARERIIRF
- HPENARERR

- EEA—ERATE

- UBRelNEeT

— BRENUMAT SEIRAZAI
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) $FEEERRE
. IAES: AR

- WHEERRERE , MEER
- §S54EEERE ( Cl, Continuous Integration )
- FRERSIEMBREEHFNATL | FEEMCIKRECIDIERME
— BaEBEFIERIFNSS
» ChCore : XfBfEpushZlimimsyS2AT , EaFHEHITIN FiiE
- M EERERZXAIIRE
- BEHRETEN
— FERBRTTIRHFIEEREE RN
— EXJIPCFIR FVAFBRIMREN

it ?
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) $FEEERRY

235 : HiRELAEaEHE
—~ Lﬂazmmvrﬁgé#ﬁ)\y%
— ChCorefy| 1R E : I ED a0 i

BENT — BTl —— BFANSERL > PR

Fbinfer Unit_test Basic_test Full_test Perf_test

@ fbinfer ~ @ common_test < @ basic_hikey < @ hikey < @ perf_hikey o
@ mm_alloctors_t... o @ basic_raspi Y, @ raspi_gemu < @ perf_x86-kvm o
@ mm_page_table... C @ basic_x86 G @ x86_gemu C
@ object_test C
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) B4

- BRIFERFIIRIHERSZS
— BAFRGHRMRIENISTF
— WMEIRSERIERGEH T
- THEeREIR
— {ERREFRI AU iERE
— B ERERA

- WHABHEFGESHEN

FERBEBREHFITS,HEGSHARET (IPADS@SJTU )
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) LinuxZemREgERHiE El -

- HEFHECRFBIAES (Credit: Fan Yang)
— CVE-2020-10757
— Linux commit 5¢c7fb56e5e3f

- ikt : &bug
- AARRECHRI. EECERASER
- EEIMLE
- FEMITE , ERTRERR  TURtexploit
- BERRTR  AILURpatch

MIBERE : BS




) WiRESE —BEy

- KiER2 : Ok
- E=&fRA : kerneldpf4%IZ | bugzilla LNFERE
— Z£imiA : security@kernel.org FELNFEEE S

— EAECVE id (Common Vulnerability and Exposures List)
- BEIRELTT ? WATCVEALTRESERVEDIRE |, EEALTF
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) BiRES -

. MER3 : A B
- PBXRFERA L. HRPARIINITIE

Will Deacon <will@kernel.org>

[&: **UNCHECKED*** [vs-plain] User can control PTE value to read/write anywhere, when "mre;
DAX file to a mmaped anonymous memory region

W4 A: #%IR <Fan_Yang@sjtu.edu.cn>,

FP3X: Marcus Meissner <meissner@suse.de>, Andrew Morton <akpm@linux-foundation.org>,

Security Officers <security@kernel.org>, +Williams, Dan J <dan.j.williams®@intel.com>, DAX, nvdimmixHF L&
+Kirill A. Shutemov <Kkirill.shutemov@linux.intel.com>, +Mel Gorman <mgorman@suse.de>

huge pagetB X & & memory managementif X & &

FMIBEE : EXFRE+HIMEFIFRITRE+BEC
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mRes -

. BYER3 : W IERR
— PatchigiN51J18

Should this be using pmd_devmap() instead, i.e. along the lines of
5c7fb56e5e3f ("mm, dax: dax-pmd vs thp-pmd vs hugetlbfs—pmd")?

I too thought about "|| pmd_devmap()". I am wondering if a new helper
which does

pmd_trans_huge() || pmd_devmap()

Agreed. Looks like a right fix.

So I take that back. I think the fix for this case right now is to
just add the pmd_devmap() case, and the cleanup is to try to change
these all to be "for large pages, do this.."

Ugh. So is that one-liner sufficient?

Linus

patch

Yes, it looks sufficient for the bug at hand.
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mRes -

FMER3 : ISR

— ixSpatch review

fsdax:

| | remap 4K size | remap 2M size |
+ + |

| normal page mapped[1] | observed move_ptes, OK | observed move_normal_pmd, OK |

| huge pmd mapped | observed split_huge_pmd, OK | observed move_huge_pmd, OK |

I'd probably drop this paragraph, as it's likely just to provoke a reaction

[1] DAX file system use huge page by default,
Lfrom people who like making noise about this stuff.

TeVdaX: | remap 4K size I would propose trimming this comment to just:
| normal page mapped[2] | move_ptes, as expected /* TODO: kernel-wide: replace "pmd_trans_huge() || pmd_devmap()" pattern with pn
| huge pmd mapped | not supported [3]
. . . . . . .
[2] by setting —-align 4K when ndctl create-nam ...0r just deleting it since it won't live long.

[3] dmesg shows "__dev_dax_pte_fault: fail, unallg Reviewed-by: Dan Williams <dan.j.williams@intel.com>

Fixes: 5c7fb56e5e3f ("mm, dax: dax-pmd vs thp-pmd vs hugetlbfs-pmd")
Cc: <stable@vger.kernel.org>

Acked-by: Kirill A. Shutemov <kirill.shutemov@linux.intel.com>
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4] —BE—

» PBjtEZ3.5 : Embargo Period ( ®J3 )
- BSREATHRIMNITE | ERIES
- At ATEEERES?
o EAFRURBEFIZR Apatch, {EELpushEBETFAFF
» AR RITHRAKRIHMEE B AT HYRE
- REESERBZMNE  HEEE

this vulnerability as compared to the original report? Is it limited
to scenarios with a DAX filesystem backed by nvdimm/pmem or is there a
wider attack surface?

3.5 Embargo

We need to figure out when (in which commit, kernel version) the problem
was introduced. Have you researched this? Also, if it's fairly recent,
what stable and/or distros kernels it's possibly been backported to.
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) WiERES —BE—

- FftE%3.5 : Embargo Period
— I EEmbargo Period{<}E

At SUSE we would be fine with either an immediate release or shorter term embargoe.
Ciao, Marcus '

We (Amazon Linux) are also fine with pushing out immediately. |

3.5 Embargo

Regards,

Anthony Liguori

We (VMware Photon 0S) are also okay with pushing out the fix immediately.

Thank you!

Regards,
Srivatsa
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) mREE oo oEn

g .
- B4 - 2F
—_ #)\Iﬁ% Just FYI, this is now in my tree as commit 5bfea2d9bl7f.

Linus

— Backport=s/mHYstablehiy 4~
— DWRERTRIEMETIZR. TEIETMLKX |, tbilloss-

security@lists.openwall.com
— EFCVERSELF
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