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) RISC vs CISC
| RISC(AArch64) | CISC (x86-64)
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NFRE load/store mov
S| IEINEREFEE (R
ESEHNE EiLE] sS4
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) ChCore Bootloader

- Bootloaderfllkernelf1EE—/1ELF3 {4
— Bootloader{\/F.initkz , FHEIpEEETIREANDO
— Kernels/F.textEz

- FECPURE , Bt RCPUZESF

BEGIN_FUNC(_start)
mrs x8, mpidr_ell
mov X9,

bic x8, x8, x9
cbz x8, primary
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) TLB: Translation Lookaside Buffer

» TLB {FCPUPIEE
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— BIRHBNTLBEREFIRN
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- TLBk#&+ , BEARE
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- TLBEFIEEERFNE , RREFBEERHTLE

« x86 64 : PCID ( Process Context ID )
— PCIDFEECRIAYESLF
- EKPTHEREZELNEE
« Kernel Page Table Isolation

- BIRNZSNAARERRE , PhffMeltdownI¥E

« AARCHG64 : ASID ( Address Space ID )
— OSAREHIESHES/16 ASID , EASIDIESETTBRO_EL18958/16(i
— ASIDAZEIHTCR_EL1HYEE36/ ( AS{S ) 1RE
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) T {ELEIERY ( Working Set Model )

. —MHIZEREAY T{EEW(L, x) (Peter Denning) :
- HERMMEER (t-x, )NERNNEFERES
— M AEERXK ( T—1EEA ) 2HENRES
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— Efathrashing , IEERFEVNERERIN
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) HIZEUFE : fork()

- BX : ARBHENE— NIRRT
- ERHRARKEE , AT
- BOER , TREEISH
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— ALAFHTIIT , BATI ( BRIFERSERNEN )
— QAR FHESHZ IO EIREENS ( WF. UFEF)
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) SXISHEBY ( XMYScheduler Activation )

* NPMRARSEEMSIZEIMANRIZSEIEZE (N> M)
- iR AT Y BYA&E ( ZX— ) FlLEI 2R (—X—)
- e EIEEAES
— SolarisfE9Z Bl I 1REY
« OZ Rl A—XI—

- EEMCHERITT iZRNA /“""a\
- R : Z1NVCPU : BRF : 24 \thread miz [k K
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) EIERIERNIRE : UApthreadsaf)

- glZ : pthread_create
— PR« USSR R Niztk
— NFE7S : BIETCB. MFEHFITLS

- &% : pthread_join
- FFR—EENITRR , FERBENTE |)

) Join

— TLUASRforkfY “E "

™ T2
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) Multi-level Queue
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) —FhAFEIHEZERYSEIN : Lottery Scheduling

- BIXIEER , EREENER € [0,T)
- fRIER , HEIRIMANESS
— R=51 > FEB1
51

A 4
20 30 50

R = random(@, T)
sum = 0
foreach(task in task_list) {
sum += task.ticket
if (R < sum) {
break

by

}
schedule(ﬂ
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Lottery Scheduling: Flexible Proportional-Share Resource Management. https://www.usenix.org/legacy/publications/library/proceedings/osdi/full_papers/waldspurger.pdf
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) HEIES
- BEFIERE:

— RI%HESend(message)
— EUGEE Recv(message)
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- BV NBEEER
— 1BidSend/Recviz O TIHEEIE
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- MRIOSHAURIESN  BTLRHEEN 3
- PEERBEHIASLRESEE

— BEZERIARERW MEEEE—ELTRERT E;ZEIJ H Eth

HH/Z3k
- EXBEEREEETIIIENZRIRIEEE (FaHIRF)

- AT ERRIANAERTERE
- REEREETSHRMAER  BHEE
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) Unix EiE

BREUNXFEAZRFAPR EﬁEEH‘Ji&*EI‘EIiEEWEU

i&(Pipe): FIMHIZER—IREEE
— —iRAEE , F—infEll
- BEEREREREELT  BIEE—EEREERE

o« BllF: FAJEWAIARS Is | grep

rtc
=
rtc
=

- os-textbook git:( ) Ls | grep 1ipc

.tex
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pipe(fd);
fd[O]; // read side
- BEERSR: fd[1]; // write side

— HEEE , YN XiidpEE

- —NEEBERREEMNEO: — MAaEBA (RIEEEE) , — ;R
S (BEWEEE)

- HEATERE , BIFHR

— ETFUnixBIS AR ER

RIEHAR HEI AR

write() pipe[1]_pi£e[0] read()
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" R&: Sleep/Wakeupi@E (St

o XveEESLIHUKETTsleepFiwakeupi Nz

«  Xv6FysleepFiwakeup 2L BATHIR B (wait)FIEA]
(notify)HI#/15!

+ {S18(Channel)@FFHIEANAILR
- —MiiE LB sleepizREHCHFHFE—MEEL

- B MHETLUBIS wakeupBESFERMEE _LAUH
el
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) HES4ii ( Ticket Lock )

BB EREE ENANIRERIEE I,
owner : X ISBIEIZAIEE next : ZEHBINSHIRHE

@JETE-EJE - ) s
BRgRE—K... while(owner !=

my ticket);

owner = 3 1. E5 => 65
next = 6 my ticket =
atmoic FAA(&next, 1)
FBRBERFHITESDHARRHAFFT (IPADS@SITU )
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) HES4Hi ( Ticket Lock )

BiEESE ARIRRRAEE ),
owner . RAHBIEIZHEE next | FBHRINENEE

‘/ﬁﬂ while(owner != my ticket);
@ERIE
K
1ER12/ \E_ﬁo o .
2. TP ABER
owner += 1
1. 227 , LR
owner = 3
next = 7
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) HES4ii ( Ticket Lock )

BiEESE ARIRRRAEE ),
owner : XrHEINNFEE next | TREINENGNE

lockiz{E unlockiZ{E
1. my ticket = atomic_ FAA( =
as 1. lock->owner ++; 4=
&lock->next, 1);
2. while(lock->owner !=
my ticket) EF5

/* waiting */;
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struct rwlock =xlock;
char data[SIZE];

void reader (void) {
lock_reader (lock);
read_data (data)
unlock_reader (lock) ;

}

void writer (void) {
lock_writer (lock);
update_data (data) ;
unlock_writer (lock);
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EIBXHIEN :

- 0 BEEEIERK

- £l BHNSETESS

- t2: B MEEMEHNERK ?

AHE : (RASEESH

- EFREOREHEEHNETHA BMAF
fE : (RIFEERTESH

- EFEETUERENIGREX EFRFTIE
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) (iR REE (again! )

EEHIT iERX N 5k~
t1 to 13 Lock(l) ta 15
E a7 ER L
A P1 : :
B Po . |_| i
C Ps i i
Lock(l Unlock(l
ock(l) o nlock(l)
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) N RREBRE R

BE . At AR ?
BERR . BT NEREE
8 . RAEPERRRIEHI TRE
AMIRRR ? FTERERE | 55— MEEhint
AEHTHTIE R X MY (Non-preemptive Critical Sections, NCP)

REFRE : WEREARDE

(Lo 4drEtimY (Priority Inheritance Protocol, PIP)
BPRFLS ek ETatY. (Immediate Priority Ceiling Protocols, IPCP)
[REMLERETMY (Original Priority Ceiling Protocols, OPCP)

SR IHIERPEZENT | SRFEFEEZIURFEPHRSIER | IEEERERFEEhInt
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) Non-scalable Locks are Dangerous!*

Spin Lock —+—

4 | ! |
R . = -
~ 3k T -
©O
T 25 S -
5 :
L e e S T T S .
> 7&[‘TI E I@Eﬁa
(©] 0 L e~ e e S
S R I’E%ﬂﬂ»’ﬁ fffff ﬂﬁ** ,,,,,,,,,,,,,,,
o5 A e
: : : : I -
0 I I I I I I I
4 8 12 16 20 24 28 32
Cores Number
* Boyd-Wickizer, Silaf, etal. "N.on-scalable ﬁﬁﬂﬂ%ﬂlﬁ&%g J:Eﬁ':%”ﬁ?#flg)ﬁiﬁl izt

locks are dangerous." Proceedings of the

Linux Symposium. 2012.
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) IE—EAFISE (NUMA )

RE AR F 1] S ELZNFIAE

i T I

)
?j CPU 0 CPU 0 7(":3
+ \_____/ — X - S, ¥
ol [p— < REER AL > — |z
| |
52 CPU 1 CPU 1 52
[ — |
NUMAZ = 0 NUMAZE & 1

B B =l R /oRam | iR RfFRIREER
BWTZAERR (SiEE ) Yias SRUESIRRZARFTEEREER |, dintel Xeon Phi
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) Intel SAMDEINUMAZ Fi 2043 544

2-hop / ’ 2

2

U
w
(o)

O:Ll 7 6

O-hop ],!r-lrtl:gg
Xeon 4 3 5 2

Intel 5aAMDZIHENUMAZER,
EEZY

Inst.

Load

O-hop | 1-hop | 2-hop
80-core Intel Xeon machine
117 271 372

108 304 409

Store

64-core AMD Opteron machine

Load

Store

228
256

419
463

498
544

Intel 5AMD NUMAISTFATZESSE

BEE (hop ) 4% |
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) Intel SAMDEINUMAZ Fi 2043 544

Access O-hop 1-hop 2-hop | Interleaved

80-core Intel Xeon machine

Sequential 3207 2455 2101 2333
Random 720 348 307 344

64-core AMD Opteron machine
Sequential 3241 | 2806/2406 1997 2509
Random 533 509/487 415 466

Intel5aAMD NUMAIGTE el It ( MB/s)

BHEE |, mERXIR
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) NUMAIRSFRAGHEEE  chatenge srmsiasmx

e — 3 RIS |
B T SHETTEE | ™
. FERIFFRXHF
VR (TRUE) U ipintesuE - o
B IEFR X Datz
253 16 AMD
Opteron
s R X5
0 1 7 6
A L e Intel
BB IER K Xeon g == =y B e B
HAh{tFE o ]

J RI{EEcc-NUMARR A BIMEFRN BERNEF—HIEHIHEEX
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) NUMA-awareiZit : LAcohortsii*Fl

2B

SOREN B EE = AN B
B E B/

PR LIEREN & /R
B EG @S
FEFEFATIBI ™AL

ERPE—ERAIEIA
AE—1ME=SREkMEE

*Dice, David, Virendra J. Marathe, and

Nir SI‘_:avit. "Lock goh_orting: a general RSB AT S TR R AT (IPADS@SITU )

technique for designing NUMA locks."

R ERZ L REITES it

NUMAQiﬁ 0

B )

NUMAQ*,ﬁ 1

Q ESE
a A3
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) XHRER
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REF

- FELREHERERER

- XHhREEREREE
- —EERHHIEIRRS

https://colin-scott.github.io/personal wekjie,lte/re

] Main memory reference:
100ns

EEEEEEEEEE 1,000ns = 1lps

.......... Compress 1KB wth Zippy:

2,000ns = 2ps

10,000ns = 10ps =

ETENESVETASPN

earch/in t a t| at nc

Send 2,000 bytes over
commodity network: 44ns

m SSD random read:
16,000ns = 16pus

1 Read 1,000,000 bytes

sequentially from memory:

3,000ns = 3ps

m Round trip in same
m datacenter: 500,000ns =
500us

= 1,000,000ns = 1Ims = &
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) REF

- BEEFRA XA RSERE
- EASREAREFRBIDRRE | FAEIEI R
- BREUREIEEENET , TR R LB A
- ERIERUE , HAIESESERE
- BREURENEERET | RN FIZIR RS I BB ML R
- EHSERPERN SRS EIRE

BRETEA IR IR RIS

HI5E - MUEAREEE , SERA AR ? @ @

TAEL | 2SR HEmEEIRE
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Ext4FJBD2EI = HEHRTL

&R, BR—HtRE !

Writeback Mode : BERICRITEUE

Ordered Mode : HERICRITEUE+HUBRETTEIE

— Data

Journal Mode : JTEIEFIEUEIIFERABETICR

J data

J metadata

J metadata

J metadata

IEQE:I\”:? _—F .

Metadata

GRIBAME BIMED

N — Metadata

—H &Y | (BEUEB AR !

Jcommi’[ Data

Metadata

—

=R F BB S ?
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) Sh3EH ( Copy-on-Write )

RSN EUER | FERESEEE  MESEIESES—(0 , EE8H D#T
(B, FHEIDE RIS B SEERR FIME

ERETRIRE

FERBEBREHFITS,HEGSHARET (IPADS@SJTU )

73



) BENMHZRS (Log-structured FS )

Bi% : EFREERFERET |, XHFEEKA AR AU E
- FR, XHSHNEH

REFMEREFRINFSECRE SERERR
- HESERE

B HRGRUZSAR SR LIRS N FhEIRE

file1 dir2 file2 dir1
v | % L v vy ]
- | inode inode o e = | inode ' inode m2el
XHAE file1, 3 NXHERE | XHERS | XHRE glgé map
1 1 ) T

FiERE
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) RIRR

- (RS EEREELIEF
— BHSKRIZEREMELAR

- ERMEEHEES , EAEESE
— IR/NEE LRI E

Write head width N '

—

Read head width
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) RIVEERAYD : IS

+ MBS SERREHERIAL —
- REERFEA pu—

Write head width CTTTTTTTITIITTIT ]
: Shingling

I

. EREAHEREIRFEA Em

— BRSO EZ MBand |, BandjaigAfEsg ~ LEE |
— B BandWVAIRFSEAN

Sector0 Sector1 Sector 79,999 Sector 80,000 Sector 15,625,000,000

Band 1 ~ 30 MiB Band 266,666 ~ 30 MiB
|

Band 0 ~ 30 MiB
' 8TB ,

|
Logical view of an 8 TB statically mapped drive-managed SMR disk
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) Ext4 ERITTEBESEN

- BUHERBEFERMRIZHEX4

— ANBIREA. #rigBug. BIAEBINEE

« BAT7?

sy

« 5| AIndirection : LALFSTFEEENII— 1N TTEL
m—
S|J1  —
jmap B
Y2 Wi
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) & : LALFSHEUIBIN— 1N R dURETF

» LALFSHZZU4EIR10GB HERZ B F/ITTEL

/

sy

1. JBD2ETETHIEBE NAEXEJ , BoidEiRc Aclean ( TEEME )
2. JBD2EARFHAIjmapHiE SERETEJ

 |Indirection: 7TZ4

1R

ELREEEEjmapiH T —/RiBE
B—
SlJ \*_i
jmap H
e
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) IRTFEIO



) ZfFl : LinuxERIEE D3

-+ FNEH
- BSE
- MR

N R

Z5e1z= 0 ( syscall )

VFS

i !

TREE T TE

FrHRE Higes MBI e
l g
iReExO
LN
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) CPUSIMRRYEIERE

- TJ4RE 110 ( Programmable 1/0 )
— 1@ CPU in/out 8% load/store 1§<
— BFECPURTHERAFNEGREERIELL
- B TER/NERIRE
- HiZAFER (DMA)
- IMRETERIREEE
- DMASAZFEREREEE | ERAFECPUSS
- BETEEHEIO
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) HJ4REER 1/O

* PIO (Port 10)

- |OIRFE B AYHIZSE)

— [ERRTARIIES (UIx867PHYiIn/outig<>
 MMIO (Memory-mapped |0O)

- FIRBRFEESIENFT

- ERRFREES

- TASRFEATE—H  E52FEIFH
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) CPUHIHRQLIRTEE

CPU

/0=l 55

\ 4

EIXEJJ%JJ!ISM/O%E‘?

CPU%E Tﬂl?—_r’ié(? Ja#BiS
el X ‘JEE

\ B/ 0% &

|m>+

\ 4

CPULBZ 1| F By
T ISR

P TR

- /ORRFESEAL, BT

ISR5E ik A T 4b 38

\ 4

CPURE W BT £
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) ARMARIETRY S5 R HA

@® Generate : YN AE— AT

@ Distribute : DistributorXyJZIfIpRTREH TR, , AE&RIE
$A3FRIAYCPU Interface

® Deliver : CPU Interfacel&hif{E45core

@ Activate : coreisf GICC_|AR Z7F28 , IJhBmH{THIA

® Priority drop: coreE§ GICC_EOIR ZH1Fs8 , SLILchE=E
® Deactivate : core§ GICC_DIR 1788 , KLz
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) Linuxi{Ei31E

5. 3P IAK

softirg
4 .3EA\skb
O rx ring skbPAFY
NET_RX_SOFTIRQ
lS“R 3.Hi5skb
1.DMA 2. hl

ARE

user buffer 8 . B Az

socket

T HEHIRASY

TCPE 7. TCPEf#4Tskb

IPJ= RS
6.IPE#E{Tskb
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) MEEREHE

. ERERESE
— RENEERLRINFARISLER , WENER

o EERIELEFRIMEEE
— BandiEhEiEE NSBRATFHE

« LinuxZdREZ&4 - sk_buff ( {&#Rskb )
— 1t BRI ETIEERN - BHEN
— REERIBINENAT : BLERERER
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) sk buff

struc;.: :i:;::fiwf) members must be first. */ ¢ sk_bulﬂ:$§'2:1$ﬁ%;ﬁI

struct sk buff * next;

struct sk buff  * prev; - EdEHEREERNRAFTE
// HIHERERout fer .
struct sock *sk; ¢ E§‘E‘§@H§

/7 ERAGLER — REAEEIEsTHEN I ERDA]

unsigned char *head;

// SERFRESHERYSLER
unsigned char *data;
/) TR 000 —— headroom

unsigned char *tail; .
/1 {EARAGREER \
unsigned char *end;

& data

T

4 >D

tailroom
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) RFREEUE

BB REFITE D HNRFEHRET (IPADS@SITU )

88



) Type-1EEIINd51=ES

- BEEETEEGZL
- RIERERFHIAE
- BEREEEYERIR
- SLEE. RFEEE. KaNFIIREE
- TEEEIREKE D

- flla0Xen, VMware ESX Server

B RER TS REREGFHRFT (IPADS@SITU )

VM-1

VM-2

VMM

Hardware
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) Type-2EHlNI5I=EE
o (KIEFENIRERS

- FRERGEEYESIR

— REfAN = B8 LAHE RIZR RSB T

\\\
Gt
o

VM-1 || VvM-2

- BTEHME= VMM
. FIEIQEMU/KVM Host 0S
Hardware

- BE
- Type-2ZRBIBHTALE ?
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) Type-289{iE5

- EEARNRERFZ LIS ERIN S8R

- SRENFEFRANKERDINEE
- XHERE
- IXEREF
- QBRI
- YENEFEE

VM-1

VM-2

Host OS

Hardware
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) Virtual Machine Control Structure (VMCS)

- VMMIBRLSTEHFRIAITFR ( 4KB )
— IERSIBIVMIE THEXBIFIEIE
VM Entry
- BHFBEINEZHRICPUFRIVMMIKSREFEZEVMCS
— BMHEMHBERIMVMCSHIENVMIRZESZECPUAH
VM EXxit

— B4 B ZERICPUSFRIVMIRERFZEVMCS
— EHBmINVMCSIIERVMMRESZECPUR
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) x86FHAYVM EntryFIVM Exit

« VMENntry e ]
— AVMMEEAVM Comm L RN
. - o | we
— MRoott=z\ ]2 INon-rootiR= Nowat | :
- FREENWBFERVMLAUNCHIES | #as i #ige |

— [E£ERIVM EntrySEFHVMRESUME$E<

------------------

VM Entry

+ VM Exit oot
— MNVM[EZE]VMM
— MNon-roottRT J#2EIRoottR T,
— R TEURGE SE R S (RNINERARHT)
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) ARMAJVM EntryFIVM Exit

VM Entry

— {HFERETIES :
- TBEAVMZAT , VMMBBEFIEVMRES =i

MVMMBEAVM

® VMW'I*ILJ\ @Eﬁ%rﬁ%s ggfﬁ%rﬁ%s
o VMBEYEEHMAZS : HCR_EL2, VTTBR _EL2%

VM Exit

EL2

ELO:

-----------------------------------

PHIE

HIE

R
Rl

R

5 | meEg |

-
--------------------

REf L iras

— RETHITEURY S S B R i<

— LAException,

IRQ. FIQAIFZ[EZEIVMM

» TAFRAVMMIER{Evbar_el2drAItERAMERREY

- ThEsE—%

: VMMEFRFETEVMEVRTS
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ARMBEHEFMLRIFRLIEE

- ARMHEHEVMCS

- VMEEEIEEHIEL1FIELORYIRS
— BEHMERPSTATE(VMMAEERHIECPSIES
— AILUESTTBRO_EL1/SCTRL_EL1/TCR_EL1%351728

- VM ExitlVMM{3ZAR] LAEEHIRIVMEIELOFIEL151FES

- BEE : AT AARMAPALIARFEVMCS ?

. ﬁﬁg&'@ : ARMAREBVMCS , IFVMMASSITFISEISRRB AN
?
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) VT-xFIVHEXILL

VT VHE

N RootFINon-root
BARBEVMCS ? =
VM Entry/ExitBf i {4ENRE 2
ﬁ'{klu\ .
EASIANFRIES ? =(2)
AN

A S INFHIR G FER?

SR RRERGE_MET 2

=)?
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EL2

AN

o T

—~~
N
/
~

mmﬁﬂlmm
\:}‘5}\
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) T EMOT AEEERYSZIS
- Intel VT-xFIARMEE(: LS XI BRI IR

— Intel Extended Page Table (EPT)
— ARM Stage-2 Page Table (58 _[{ERTAZR)

- ¥hRYTAZE
— RGPAENIERHPA
— EHVMMEREESE
- 85— 1VME— MR
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) FE_MERTAE

- B—HERRE . EWNAEIIEERE (GVA->GPA)
- BIMERRE | ENEPYERBLEELE (GPA->HPA)

GVA Guest VM VMM

NEREN
—> T

=
GPA

1> I

ELO & EL1

B RER TS REREGFHRFT (IPADS@SITU )



) TLB : EfFtEELFER

[l : TLBARNAILAETFE—MERIBILERFLE R
- TLBERILASE I ERt i EiE IFAYSE R

— EIEE—ERHIENRER(GVA->GPA)

— EFEE M ERHIENREE R (GPA->HPA)

— KKIEFGVA->HPARYEEMRE | AEE24)XN1FHIE]
. {JiiVTTBR_EL2AY

— e FNEFRI— 1N VMAYTLBIRE S mlis
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) TR RE

- WM EREFRIIR R E 5 FLE
- B—HERRAEE

— BEEAFRVMEJPage fault handler
— (B E—TERIUGRA SRS [EARA I REHAT T

- FMEBERRRE
— WL TG , BEEERAVMMEYPage fault handler
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} H 551 : iﬁ%ﬁ;u =ML EEHME

M

OS5ig 3z EATEHE ] »

- *ETU\%}@%%(EP%E%) %ﬁ l MMI(i

— FHEMMIORIE TR I
Device Device

iR EEMERY A T

— FEHEEIEPIORES
— MMIOXI R REFES M ERTIR IR E Ainvalid
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) il : QEMU/KVMISSZiE311
- EMM-F&6l—&a813FE

--------------------------------------------------------------------------------------------------------------------------------

VMM VM
ELO QEMU < Network Stack
. : i | Memor .
A Y v
EL1 Network Driver
systemjcall ettt ettt i ....................
/dev’kvm

|
EL2 g ] Nexvork

: | Linux Driver

VM Exit (MMIO)

Hardware Virtualization
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) il : QEMU/KVMiBZiEi12
- VAEMR-F&6—UgaidiE

--------------------------------------------------------------------------------------------------------------------------------

VMM VM
=L QEMU Memor Network Stack
1 ' 4
5 Inject y —
EL1 Interrupt Network Driver

/dev/kvm 1-
I :

EL2 Linux | rivert -d_ VM Entry (Interrupt)

‘m Hardware Virtualization
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) FHiE2 : FEBMEER

- iBEh&t
— EWLRIE B S TEEIMIAE
— EHWARIE TR (front-end 3K 5]
—- VMMRIE1T/5im(back-end)3KE]

- VMM=EZGJiR{HHypercallZ§VM
L ERAFERIESHNS

-1 OE.
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) VirtlO: Unified Para-virtualized 1/0

- FHEACRIEREIML OfESR
— 1B FBAYBImHER
— RO
- BRI EFEER

VM
| Front-end Driver |

— \Virtio

M Back-end Driver I I Back-end Driver m

Device

LEERBAFEHITERHIARGHARET (IPADS@SITU ) 105



{5l : QEMU/KVMEEIE1

Lengt
R e e T e P E LT EOP T L O TP ELTTECP LT : h T, :
: VMM i | Flags | ! VM i
ELO QEMU Back-end Driver 4—| Network Stack
e 1] y
riqueue : Front-end Driver
EL1 :
system|cal | : S — —
/dev/kvm
| 7Y '
EL2 Linux Ngmg;k VM Exit (Hypercall)

.
--------------------------------------------------------------

—i=

Hardware Virtualization
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) 5l : QEMU/KVME L2

----------------------------------------------------------------------------------------------------------------
* *

; VMM VM
ELO QEMU Back-end Driver m= Virtqueue Network Stack
f n | L. $
: Inject I—» Front-end Dri
EL1 i Interrupt rontend briver
v e B
: | 5
EL2 | x| Drver -d_ VM Entry (Interrupt)

|m Hardware Virtualization
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) 5iE3 IR EE
- EBEEEYIERS

--------------------------------------------------------------------------------------------------------------------------------
* *

VMM VM
- QEMU Network Stack
Memor
y }
ELT Network Driver
)] C——— 1. __________________
EL2 l

----------------------------------------------------------------

Hardware Virtualization
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) Single Root I/0O Virtualization (SRIOV)

- SR-IOVEPCI-SIGHRAEIITAE
- WESRIOVIRERNSE , HIREEXINSEER
— BB ﬁJZ@ 522 Virtual Functlon(VF) FB—1MVFoEE—1NVM

REHITEIEEE , BTEUER ( Data-plane )
—~ %ﬂlﬁ %EZ%"(j]Physmal Funct|on(PF) HHost&1H

TEcEFNETE |, BFi=HlmE ( Control-plane )

° iﬁ%ﬂgﬂ] He
— TBRVFZBREERE RN R LA EZ
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) SRIOVHI(EFH

--------------------------------------------------------------------------------------------------------------------------------

VM-1 VM-2
ELO P
Memor Network Stack : i | Memor Network Stack
. Y P y
EL1 i |m VE Network Driver |m VE Network Driver
EL2 Hostfa ZRPFETE , IOMMUECE

Physical NIC
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) OREHMEIRATILL

RS S
1ERE = a8 e

EXEMTRZ & IXE]+HZEL
VMMEZE = s
Interposition B8 B8
‘/-:E'EE:{Z‘Z%EE#I)J & S

BE

ZFFElRA0s 2 )
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) RERRES



) IRMERAZH=ANER

Rz PR LEEE TEME PR PRERITIFR
S | | %\\\\\\\“\‘\\\\W\\§
N / [ Y
ElE) B8 | |\ N N
A | ) Suhaeeindae N || BEEA N . \ \
S % J;‘ § § == % Nz §
*§( RZF RzF3 MM W &\\\\\*\\\\\\\\\\&%
Y i
BRIERS BRIERS BRIERS (B4ZH)
Hypervisor Hypervisor Hypervisor
e R E
(a) BT HRIERSH (b) RIERGXER (c) BRIERGIAEIERY
N AR S ik )R Iz AR BIBR = S R 1 X Rz AR AR
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) S|ANEMEE ( Reference Monitor ) #lil

E&

REBEE

R

INIE

R

\ 4

Reference
Monitor

2%

ThE)E ]

| ®itE |

Reference Monitor RA=f{4EE

1. JAIE ( Authentication ) : fEAFCIEKILINEIEHD

\

POE]

PRE AR

2. {8t (Authorization) : HESLUNRASCRA LA RIRAVSR
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) DACEMAC

BEihad=EEl ( DAC: Discretionary Access Control )

— B gIHEEEEMRREZNRES I LAREE AL

— flan , SRR —ZEH B DAC , RANEAREE LIS E XY
WA E AR EIE]

sdkliplalEEl ( MAC: Mandatory Access Control )

- (T2 &uEsEIENIR , TEHEENRFRE

— fan , EEAF , IRENHRENNE | BMAERIEEE A RE
XN HFEIRBIRNAEZE—XMHNZAEZE ( R% ) e

LEERBAFEHITERHIARGHARET (IPADS@SITU ) 115



) SELinux. Flask5LSM

Mach OS

)

Fluck OS

)

20

Flask

25

|

25

p
BSD
(TrustedBSD)

AppArmor

ity

U

LSM

.

Linux

J
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) EESRHEERNXR

- WEESIEMEEHREM
— PEEMEREIUN S VR TEIEREE

- WEENEHEHEERENAR

- [RMMEERT  mAREHESER , HRIHMEN THREEN—
akiz =P =]

- MEEWE | —HRYEE  B—HeWITGdE , BEE T
WhERETE

- BRI E TR EIMEENRE T H ChIEEE
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) FE=R[IE ( Constant Time ) Hi%

- HiZERNZETHIESMATLX I« ERERG & +/

— TARBETETHEEREISENE if (secret == 0)
KHNHIEE X = a + b;
. , else
- RETRES Bk oo
° '“"I-I T n N °
FRRYSCITTE : ecmov Je HEWELIAF R </
— Conditional MOV vl = a + b,
R v2 = a / b;
- BR= : 1TEESEHIE cond = (secret == 0)
_ EEEEE X = cmov (cond, vl1, v2)
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) imFRISIF ( Remote Attestation )

- BERIIDE : ITEEFIERRA £ ZEnclave ?
— BN, ATHE R NMER AR S B TSR R 2
- WIMBNIEZ S | BT T —SHNRME | FINAREEE
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) EHIRRE RN

« EnclavefJiIRE2—Hiat
— XEIMREFS(ER R E
« G40 : Intel SGXIGXTERIBIMEAETEINAZITT Intel H9IS(E
— XfE BRI seTm YRR : Single-point of Failure

« EnclavelJEEEA
— RPEAR - BRI E SE T IR
— IFEIRIE  XWEERIETE

LEERBAFEHITERHIARGHARET (IPADS@SITU ) 120



) EnclavefJAE

- (NERBEEABY , EFETERXERS
— EnclavelfkAFREOSIEMIRSS  HE. RFAA. FIRDEC..
— BIfERRE | OSIKSARIREREERIIN TS
- O | 82N ARRERIREEERYE
— 7 : mallociR[EIEEEATMELL , SENEE SR
« DoSI : HEBDEITERR (SREE )

- (RAZIMESESFI LA E

— Spectre, L1TF
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2020 , FEZA—5HA
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